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OIIPEJAEJIEHUSA

B HacTosmeM JOKyMEHTE WCHOJIB3YIOTCS CIHEAYIOIIME TEPMUHBI M HUX
OIIPEIECIICHMUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOSIIAs U3 MEPCOHANIA U
KOMIUIEKCA CPEACTB aBTOMATU3ALUU €T0 ACSITEIbHOCTH, peau3yomas HHpopma-
IUOHHYIO TEXHOJIOTHIO BBIIIOJIHEHUS! YCTAHOBJIEHHBIX (QYHKIUI.

AyTeHTH(PUKALMSA OTHPABUTE/ISA JaHHBIX — ITIOATBEPKIECHUE TOTO, YTO OT-
IIPaBUTENb MOJYYEHHBIX JaHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHOCTL MNEPCOHANBHBIX [JAaHHBIX — COCTOSHUE 3alIUILIEHHOCTH
NEPCOHATBHBIX JaHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTBIO  IOJIb30BATENEH,
TEXHUYECKMX  CpPEACTB M  HMH(OPMALMOHHBIX  TEXHOJOTHHA  00ecredyuTh
KOH()UIEHIIMATBHOCTh, LEIOCTHOCTh U JOCTYIHOCTh NMEPCOHANBHBIX JAHHBIX NpU
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX.

biokupoBaHue MNEPCOHAJBHBIX [JaHHBIX — BPEMEHHOE IIPEKpAILCHUE
coopa, cuUcCTEeMaTH3alM¥, HAaKOIUICHUS, WCIIOJIb30BAHUS, PACIpPOCTPAHECHUS
IIEPCOHAJIBHBIX TAHHBIX, B TOM YUCJIE UX IIEPEIayu.

Bupyc (KOMIbIOTEPHbIH, IPOrPAMMHBINI) — UCIIOJHAEMBIN MPOTPAMMHBIN
KOJI WJIM UHTEPIPETUPYEMbI HaOOp MHCTPYKIIMM, 00aiatoniuii CBOMCTBaMH He-
CaHKLIMOHUPOBAHHOI'O PAaCIpOCTpaHEHUs U camoBocrpousBeneHus. Co31aHHbIE
NyOIUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/a COBNAAAIOT C OPUTHMHAIIOM, HO CO-
XPaHSIOT CIOCOOHOCTh K JIalbHEUIIEMY paclHpOCTPAHEHHIO U CaMOBOCIPOU3BEIe-
HUIO.

BpenonocHas nporpamMmma — nmporpaMma, NpeiHa3HadYeHHas JUIsl OCYIIECTB-
JIEHUS] HECAHKLIMOHMPOBAHHOI'O JIOCTYIA U (WMJM) BO3JIEHCTBHS Ha NEPCOHAJIbHBIC
JAHHBIE WM peCypChl HHPOPMALIMOHHOW CUCTEMBI TEPCOHATIBHBIX JaHHBIX.

BcenomoraresibHbIe TeXHHYECKHE CPeACTBA M CHCTEMBbI — TEXHUYECKHUE
CpEICTBa U CUCTEMbI, HE MpeaHa3HauYEHHbIE Ul Tepenadn, 0OpabOTKH U XpaHEHUS
MEPCOHAJIBHBIX JAHHBIX, YCTAHABIMBAEMbBIE COBMECTHO C TEXHUYECKUMH CPENACT-

BaMH U CUCTCMaMH, IIPCAHA3HAUYCHHBIMHU JIA O6pa6OTKI/I IICPCOHAJIBHBIX AAaHHBIX



WIM B TOMEIIEHHUAX, B KOTOPBHIX YCTAHOBJIEHbI MH(MOPMAIMIOHHBIE CHCTEMBI TEpPCO-
HaJIbHBIX JIAHHBIX.

Jloctym B ONEPAlMOHHYI0 Cpeay KoMIbioTepa (MH(OPMALMOHHON
CHCTEeMBbI TEPCOHAJBHBIX [JAHHBIX)— TIONlyYeHHE BO3MOXKHOCTH 3aIycKa Ha
BBIMTOJIHCHNE INTATHBIX KOMaHH, (YHKIWH, TIPOIETYp OIEPAIMOHHON CHUCTEMBI
(YHUYTOXKEHUSI, KOIUPOBAHUS, TMEPEMEIICHNsT M T.1.), UCIOMHIEMbIX (aiijoB
NPUKIIATHBIX TPOIPAMM.

Jloctyn Kk MH(OpMAIUM — BO3MOXHOCTh MOMyYeHUS] MH(OpMAIMU U €€ HC-
MOJIb30BaHUS.

3ak1a04HOe YCTPOICTBO — JIEMEHT CPEICTBA CheMa MH(POPMALIH, CKPBITHO
BHEJPSEMbI  (3aKJIaJbIBAEMbIi WJIA BHOCHMBIA) B MECTa BO3MOXKHOIO CheMa
uHpopMaimy (B TOM YHCIIE B OIPaKIEHUE, KOHCTPYKIIMIO, 000PYAOBAHUE, MPEAMETHI
MHTEphEPa, TPAHCHOPTHBIE CPEICTBA, & TAKKE B TEXHUYECKHE CPEACTBA U CHCTEMBI
00paboTKN UHPOPMALIUH).

3amumaemass uHopmanus — uH GOpMAIM, SBISIOMIAICS TPEIMETOM COO-
CTBEHHOCTM M TOAJIEKAIas 3allUTe B COOTBETCTBUM C TPEOOBAHUSMH IIPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTAHABIMBAEMBIMU COOCTBEHHUKOM MH(OpMAITUH.

Nnentudukanus — MNprUCBOCHUE CYyObEKTaM W OOBEKTaM JOCTYyIa WJICHTH-
dbukaropa u (WIM) CpaBHEHUE TMPEIBSIBISIEMOTO WAECHTU(DUKATOpA C TEpEUHEM
MPUCBOCHHBIX UICHTU(PUKATOPOB.

NHpopMaTUBHBIM CHTHAJ — JJIEKTPUYECKUE CUTHAJIBL, aKyCTHUYECKHE, DIICK-
TPOMarHUTHBIE U JApyrue (HU3UYECKUE TOJIsL, MO TapaMerpaM KOTOPBIX MOXKET ObITh
packpbiTa KOH(pUIeHIMaTBHAsE nH(OopMaIus (IEpCOHANTbHBIE JaHHBIE) 00padaThiBacMast
B HH(OPMAILIMOHHOW CUCTEME MEPCOHATBHBIX TAHHBIX.

Nudopmanuonnass cucrema mnepcoHadbHbIXx AaHHbIX (MCIIIH) —
uH(OpMaIMOHHAsT ~ CHCTeMa,  MpeACTaBistomas  co00ll  COBOKYIHOCTh
NMEPCOHANBHBIX  JaHHBIX, COJEpXKAIUMXCS B 0a3e JaHHBIX, a TakKkke
WHOOPMAITMOHHBIX TEXHOJIOTMH M  TEXHUYECKUX CPEACTB, IMO3BOJISIOIIMX

OCYIIECTBIISITh 00paOOTKY TaKUX TMEPCOHAIBHBIX JaHHBIX C HCIOJIb30BAHUEM



CPEIICTB aBTOMATU3alUK WK 0€3 UCTOIb30BAHMS TAKUX CPEJCTB, UCTOIb3yeMas B
00pa30BaTENLHOM YUPEKICHUU.

NndopManuoHHble TEXHOJOIMH — TPOLIECCH, METO/IbI MOKCKA, cOOpa, Xpa-
HEeHUsI, 0OpaOOTKH, TPEIOCTABICHHS, PACIpPOCTPaHeHNsT WH(POPMAIMA U CIIOCOOBI
OCYUIECTBJIEHUS TAKUX IPOLECCOB U METOJIOB.

Hcnonb3oBanne mNepCOHANBHBIX JAaHHBIX — JCHCTBUS (omepanuu) ¢
NEPCOHAIbHBIMU JTAHHBIMHM, COBEPIIAEMBbIE OMNEPATOPOM B LEIAX HPHUHITHUS
pelIeHUil WM COBEPIICHUS] MHBIX JIEUCTBHUM, MOPOKAAIOUIMX IOPUTUYECKUE
MOCJIEICTBUASI B OTHOLIEHHH CYOBEKTa MEPCOHAIBHBIX JAHHBIX WJIH JPYTUX JIUI
1100 MHBIM 00pa30M 3aTparuBalONIMX MpaBa U CBOOOABI CyObEKTa MEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUILI.

HcTounnk yrpo3nl 6e3onmacHocT MH(GpOpMAUM — CyOBEKT J0CTyIa, Mare-
pUATBHBIN OOBEKT WM (PM3UUECKOE SIBJICHUE, SIBJISFOIIMECS MPUYUHON BO3HUKHOBEHMSI
yrpo3bl 0€30MaCHOCTH UH(OPMALIUH.

KonTpoaupyemasi 30Ha — IpOCTPAHCTBO (TEPPUTOPHS, 31AHUE, YaCTh 3AaHM,
MOMEIIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOE NpeObIBaHUE MOCTOPOHHUX
JIMLI, @ TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaT€pUATIbHBIX CPEJICTB.

KonduaeHunaabHOCTh MEPCOHANBHBIX JAHHBIX — O00S3aTENbHOE IS
COOJIIO/IEHUS] ONIEPaTOPOM WM MHBIM TOJIYYMBIIUM JOCTYI K MEPCOHATBHBIM JTaHHBIM
JUIIOM TpeOOoBaHWE HE JOMYyCKaTh WX pachpocTpaHeHusi Oe3 corsiacusi CyObeKTa
NEPCOHATBHBIX JaHHBIX MM HAJTMYMSI MTHOTO 3aKOHHOTO OCHOBAHMS.

MexceTeBOM IKpaH — JOKATLHOE (OJJHOKOMITIOHEHTHOE) WK (PYHKITMOHATIHHO-
pacrpeiesieHHOe TporpaMMHOE  (IIPOTrpaMMHO-AIapaTHoe) CPEACTBO  (KOMILIEKC),
peanuzyroliee KOHTPOJIb 3a HH(OpMALIEH, TOCTYTAOIEH B MHPOPMAIMOHHYIO CUCTEMY
NEPCOHATIBHBIX JAHHBIX U (M) BBIXOASIIEH 13 MHPOPMALIMOHHON CHCTEMBI.

Hapymureb 6€301aCHOCTH NMEPCOHATBHBIX JAHHBIX — (PU3UUECKOE JIUIIO,
CITy4aifHO WJIM MPEIHAMEPEHHO COBEPLIAIOIIEE EHCTBYS, CIEICTBUEM KOTOPBIX SBIISETCS
HapyIlleHre 0e30MacHOCTH TEPCOHAIBHBIX JAHHBIX MPH MX 00pabOTKE TEXHUYECKUMH
cpeacTBaMH B MH()OPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX JAHHbBIX.

HeaBromaTu3upoBanHasi  00pa0OoTKa  NEPCOHAJIBHBIX  JaHHBIX —
00paboTKa MepCOHANbHBIX JTAHHBIX, COACPKAIIMXCS B MHPOPMALIMOHHOMN CHCTEME
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NEPCOHANIbHBIX JAHHBIX JUOO M3BJIEUEHHBIX M3 TAKOM CHUCTEMBbI, CUYUTAETCs
OCYLIECTBJIEHHOM oe3 UCITIOJIb30BAHUS CpEACTB aBTOMAaTHU3alUU
(HeaBTOMaTU3UPOBAHHOM ), €CJIM TaKue JEHUCTBUS C MEPCOHATBHBIMU JIAHHBIMU, KaK
WCIIOJIb30BaHUE, YTOYHEHUE, pPACHPOCTPAHECHHE, YHUUYTOXCHUE MEPCOHAIBHBIX
JAHHBIX B OTHOIIEHWW KaXKIOTO W3 CYOBEKTOB TMEPCOHANBHBIX JAaHHBIX,
OCYUIECTBIISIIOTCS MPU HEMOCPECTBEHHOM yYaCTHUU YEJIOBEKa.

HenekjgapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHATBHBIE BO3MOXKHOCTH
CPEIICTB BBIUMCIMTEIILHOM TEXHWKH, HE OIMCAHHbIE WIA HE COOTBETCTBYIOIIUE
OIMCAHHBIM B JIOKYMEHTAIIUH, TP WCHOJB30BaHUHA KOTOPHIX BO3MOXKHO HapyIlICHHE
KOH(DMACHIIMATBHOCTH, JOCTYITHOCTH WM IEJIOCTHOCTH 0OpabaThiBaeMOW  WH-
dbopmaruu.

HecaHKUMOHUPOBAHHBIN 10CTYNl (HECAHKUMOHUPOBAHHbIC eHCTBUSA) —
JOCTYI K MH(OPMAIMKM WM JISUCTBUSL C MHQOpMAIIMEH, HapyIIalope MpaBuia pas-
rpaHUYEHHs JIOCTYNa C MWCHOJBb30BAHUEM IITATHBIX CPEICTB, MPEIOCTABISIEMbIX
MH()OPMAITMOHHBIMU CUCTEMAMU NIEPCOHATBHBIX JTAHHBIX.

Hocurens nHdopmammm — Guzndeckoe U0 WM MaTepUaTbHBIA OOBEKT, B
TOM 4Hciie (pu3nyecKoe Nose, B KOTOPOM MH(POpMALIMS HAXOJUT CBOE OTPKEHHE B BUJIE
CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKUX PELICHUI 1 MPOLECCOB, KOMMYECTBEHHBIX
XapaKTEPUCTUK (PU3NUECKUX BEITMUHUH.

O0e3nuYnBaHuEe NEPCOHAJBHBIX [aHHBIX — JEHCTBUS, B pe3yJbTare
KOTOPBIX HEBO3MOXKHO OMNPEIEIUTh MPUHAIC)KHOCTh MEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY NMEPCOHANIbHBIX JaHHBIX.

OO0paboTka MepCOHAJBHBIX JAHHBIX — JICHCTBUS (OMEpalK) ¢ IePCOHATb-
HBIMH JaHHBIMHU, BKJTIOYast COOp, CUCTEMaTH3AIMIO, HAKOTUICHUE, XPaHEHUE, YTOUHCHHUE
(0OHOBJEHHME, U3MEHEHUE), UCTIONIL30BAHKE, PACTIPOCTPAHEHHE (B TOM YHCIIE NEpeaavy),
o0e3nmuurBaHme, OJIOKUPOBAHNE, YHUUITOKEHUE TIEPCOHATBHBIX JTAHHBIX.

OO0menocTynHble NEPCOHANbHBbIE [aHHbIE — TIEPCOHAIBHBIEC JaHHBIE,
JIOCTYNl HEOTPAaHUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEIOCTaBJICH C cOrjacus
CyOBEKTa TMEpPCOHANBHBIX JAHHBIX WJIA Ha KOTOPblE B COOTBETCTBUU C
dbenepadbHBIMA  3aKOHAMU HE PpaclpocTpaHsieTcsi TpeOoBaHUE COOJIOICHUS

KOH(HIEHIIMAILHOCTH.



Onepatop (MepCOHAJBHBIX JTaHHBIX) — TOCYJAPCTBEHHBIN  Opra,
MYHUIATIATEHBIA OPTaH, IOPUINYECKOE WK (PU3MIECKOE JIUTIO0, OpraHu3YIoIIee 1 (M)
OCYIIECTBJISIFOIIIEE 0OPAOOTKY MEPCOHATTBHBIX JIAHHBIX, a TAKXKE ONMPEISISIIONIHE 1IETH U
coziepskaHue 00padOTKU MEPCOHATBHBIX TaAHHBIX.

IlepexBat (MHopMauuMN) — HEMPABOMEPHOE MONy4YeHHE HUHGPOpPMAIUU C
UCIIOJIb30BAaHUEM TEXHHYECKOTO CpEJCTBA, OCYIIECTBIISIIONIEIO OOHApY>KEHHUE,
npueM 1 00paboTKy HHPOPMATHUBHBIX CUTHAJIOB.

IlepconanbHble [JaHHbIe — J100as wuHOpMaIus, OTHOCSIIAsACA K
OINpEeNeJICHHOMY WJIM OIpeJeseMOMY Ha OCHOBaHMM TakoW uHopMaImu
¢usnyeckomy nuIly (CyOBEKTy MEpCOHANbHBIX JAaHHBIX), B TOM YHCJE €ro
(bamunus, UMsi, OTYECTBO, T'OJI, MECSIL, 1aTa U MECTO POXKICHMUSI, aipec, CEMEIHOE,
COLIMAJIbHOE, MMYLIECTBEHHOE MOJOKEeHHe, oOpa3zoBaHue, npodeccHs, JOXObI,
npyrasi uHbopmaIus.

ITo0ouHBIE 3JIEKTPOMAarHUTHbIE U3JIyYeHHs " HABOJAKH —
AIIEKTPOMArHUTHBIE M3JIYYEHHsS] TEXHMUYECKHX CpPEACTB OOpabOTKH 3aluiiaeMoun
uH(pOpMaIMK, BO3HHMKAIOIIUE Kak [OOOYHOE  SBJICHWE W  BbI3BaHHbBIC
ANEKTPUUYECKUMHU CUTHAJIaMU, ACHCTBYIOIINUMHU B UX DJIEKTPUUECKUX U MarHUTHBIX
LEIMSAX, a TAKXKE IEKTPOMATrHUTHBIE HABOJKU ATHX CUTHAJIOB HA TOKOMPOBOSIINE
JIMHUW, KOHCTPYKUIUU U LT MUTaHUS.

IMonmuTHKa  «YHCTOrO0  CTOJA» —  KOMIUIEKC  OpraHU3alMOHHBIX
MEPOTIPUATUNA, KOHTPOJIMPYIOMIMX OTCYTCTBHE 3alKCHhIBAHUS Ha OyMa’KHbIE
HOCHUTENIM KIIOUYed W aTpuOyTOB jAocTyna (Maposieid) M XpaHEHUs UX BOIM3U
00BEKTOB JOCTYIIA.

IHonb3oBarejb MHPOPMALMOHHOM CHCTEMbI NMEPCOHAJBHBIX JAHHBIX —
JUI0, Yy4yacTBywoIlee B (PYHKIUOHUPOBAHUU HMHQPOPMAIIMOHHOM  CHCTEMBI
MEPCOHATBHBIX JAHHBIX WIIA UCTIONB3YIOIIEE PEe3yIbTaThl €€ (PYHKITMOHUPOBAHMS.

IIpaBuia pasrpaHu4eHus J0CTYINA — COBOKYITHOCTh MPaBUJI, PETJIaMEHTH-
PYIOIIUX TIpaBa JI0CTyna CyObEeKTOB JOCTYIMa K 00bEKTaM JIOCTyTa.

IIporpamMmMHas 3akJjiajika — KOJI IPOrpaMMBbl, IPETHAMEPEHHO BHECEHHBIN B
MPOrpaMMy C IEJIbI0 OCYIIECTBUTh YTEUKY, U3MEHUTh, OJIOKHUPOBATh, YHUUTOXKUTh
MH(OPMAIUIO WIH YHUYTOXHUTh U MOJIU(UIMPOBATH MPOrpaMMHOE OOecreueHue
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MH(OPMAIMOHHOW CUCTEMbI MEPCOHAIBHBIX JIaHHBIX U (MiIM) OJIOKMpOBAThH amma-
paTHbIE CPEACTBA.

IIporpammHoe (mporpaMMHO-MaTeMaTHYECKOE) BO3JelicTBHE —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBHE HAa  pPECypCchl  aBTOMATU3UPOBAHHOMU
WH()OPMAITMOHHONW CHCTEMBI, OCYIIECTBIISIEMOE C HMCIOIh30BAHUEM BPEIOHOCHBIX
POrpaMM.

PackpbiTHe NEepCOHANBHBIX [AaHHBIX — YMBIIUICHHOE WU ClydailHOe
HapylieHne KOH(UICEHIUATbHOCTH MEPCOHANTBHBIX JaHHBIX.

PacnpocTpaHeHue mnepcoHAJBHBIX JAHHBIX — JICUCTBUSA, HaAIpaBJICHHBIC
Ha TepeAady NEPCOHANBHBIX AaHHBIX OMNPEACIICHHOMY Kpyry il (mepenaya
NEPCOHANIBHBIX JAHHBIX) WJIM Ha O3HAKOMJICHHE C IEPCOHAIBHBIMU JAaHHBIMU
HEOTPAHUYEHHOTO Kpyra JHIl, B TOM 4YHCJI€ OOHApOJOBAaHHUE MEPCOHAIBHBIX
JTAHHBIX B CPEJCTBAaX MaccoBOW HMH(OpMaIuU, pa3MelleHne B MH(pOpMaImOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIHM MPEJOCTABICHUE JOCTYIA K MEPCOHAIbHBIM
JTAHHBIM KaKUM-JIHOO MHBIM CTIOCOOOM.

Pecypc uH(popManMOHHOW  CHUCTEMbI — HWMEHOBAaHHBIM  DJIEMEHT
CUCTEMHOTO, MPUKIAJHOTO WJIM allapaTHOro ooOecreyeHusl (PyHKIIMOHUPOBAHUS
MH(OPMAIIMOHHON CHCTEMBI.

CpencrBa BbIYUCIUTEIbHOH TEXHMKHU — COBOKYITHOCTb IIPOIPAMMHBIX U TEX-
HUYECKUX 3JIEMEHTOB CUCTEM OOpabOTKM JAaHHBIX, CHOCOOHBIX (PYHKIIMOHHUPOBATH
CaMOCTOSITETILHO UJIM B COCTABE IPYTHX CUCTEM.

CyoObekT aocryna (Cy0beKT)— JHIIO WINA MPOLECC, IEUCTBUA KOTOPOTO pEr-
JAMEHTHUPYIOTCS TTPaBUJIaMH pa3rpaHUYEeHUs JOCTYTIA.

Texnunuyeckue cpeacrsa HMHPOPMALUMOHHON CHCTEMbl NEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BBIUYMCIIUTEIBHON TEXHUKH, WH(POPMAIIOHHO-BBIUNCIUTEIBHBIC
KOMIUIEKCHI ¥ CETH, CPEICTBA M CUCTEMBI Tiepeayun, pruema u oopadotku [1/1H (cpencrra
U CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJIEHHs, 3BYKOBOCIPOM3BEICHUS, MEPErOBOPHBIE U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEJCTBA M3rOTOBJICHUS], TUPAKUPOBAHUS JTOKYMEHTOB U
JPYTHE TEXHUYIECKHUE CPEICTBAa 00pabOTKM peyueBol, rpaduyueckoid, BUIeo- U OyKBEHHO-

(poBoi HHPOpMALIUK), IPOrPaMMHBIE CPEACTBA (OMEPALMOHHBIE CUCTEMbI, CUCTEMBI



yIpaBjieHus 0a3amMH JaHHBIX U T.I1.), CPEACTBA 3aIUTHI MH(POPMALHU, IPUMEHSIEMbIE B
UH()OPMALIMOHHBIX CHCTEMAX.

TexHuyeckuil KaHAJ yTe4KU UH(OPMANUU — COBOKYITHOCTh HOCUTEIS WH-
dopmarmm  (cpenctBa 00paOOTKH), (PU3MUECKON cpembl pacnpocTpaneHus HHOOP-
MaTUBHOT'O CUTHAJIA U CPE/ICTB, KOTOPHIMH JOOBIBACTCS 3allMIaeMasi ”HPopMarus.

TpancrpanuyHas mnepegaya MNEPCOHAJBHBIX [AaHHBIX — IIepefada
NEPCOHANIBHBIX  JIaHHBIX oOIllepaTopoM 4epe3 locyaapcTBeHHYIO TIpaHHUIlY
Poccuiickonn ~ ®epepanu  OpraHy  BJAacTH  HWHOCTPAHHOIO  TOCYAApCTBa,
(U3MYECKOMY WU FOPUAMYECKOMY JIMIY MHOCTPAHHOIO FOCYAapCTBa.

Yrpo3bl 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUI U
(akTOpOB, CO3AIOUIMX OMACHOCTh HECAHKIIMOHWPOBAHHOTO, B TOM YHUCJIE CIyYailHOro,
JIOCTYTIA K MEPCOHATBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOI'O MOYKET CTaTh YHUUTOXKEHHE,
W3MEHEHHUE, OJIOKMPOBAHUE, KOIMPOBAHKUE, PACIIPOCTPAHEHUE TTEPCOHANTBHBIX JaHHbIX, &
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUM MPU UX 00paboTKe B MHPOPMAIIMOHHOM
CHCTEME TIEPCOHATBHBIX JTAHHBIX.

YHHUYTOXKEHHE NEPCOHATBHBIX TAHHBIX — JICHCTBUS, B PE3YJIbTATE KOTOPHIX
HEBO3MOYKHO BOCCTAHOBHUTBH COJIEP)KaHHUE MEPCOHATBHBIX JAAHHBIX B MH(POPMALMOHHOM
CUCTEME TMEPCOHATIBHBIX JAHHBIX WM B peE3YyJlbTaTe KOTOPhIX YHHUTOXKAIOTCS
MaTepUaJIbHbIE HOCUTEIN MEPCOHATIbHBIX TAHHBIX.

Yreuka (Gammmaemod) HHPOpPMAMU IO TEXHHYECKMM KaHAJIaM —
HEKOHTPOJIMPYEMOE pactpocTpaHeHre MHGOPMAIMK OT HOCUTEIIS 3alllMIaeMon uHGOp-
Maluu 4epe3 (PU3MYECKYH0 Cpedy A0 TEXHUYECKOTO CpENICTBA, OCYHIECTBIISIOIIETO
nepexBaT UHPOPMALIUH.

Ya3BuMocTb — €1a00CTh B CPEACTBAX 3aILUThI, KOTOPYIO MOXHO HCIIOIb30BaTh
JUISl HApYIIEHHS CUCTEMbI WM COJIepoKallieiicss B Hel MH(pOpMaIUK.

HesocTHoCcTh HHpOPMALIMH — CITOCOOHOCTh CPEJICTBA BBIYMCIIMTECIIBHOM TEX-
HUKH WA aBTOMATH3UPOBAHHON CHCTEMbI 00ECTICUMBaTh HEM3MEHHOCTh MH(DOPMAITIH B

YCJIOBUSIX CITy4aifHOrO W/WJIN MIPEIHAMEPEHHOTO NCKAKEHUS (paspyLLEHMS).
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OBO3HAYEHUSA N COKPALLIEHUSA

ABC — aHTUBHpYCHBIE CPE/ICTBA

AC — aBTOMaTHU3UpOBaHHAs CHCTEMA

APM — aBTOMaTH3UpOBaHHOE PAdOYEE MECTO

BTCC — BcnomorarenbHble TEXHUUECKHUE CPEACTBA U CUCTEMBI
NCII 1 — nadopMariioHHast cucTeMa MepCoOHANTBHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokanpHasi BEIYACIUTEIIbHAS CETh

MD — mexceTeBoi FKpaH

HC/I — HecaHKIIMOHUPOBAaHHBIN IOCTYTI

OC — onepalioHHAas CUCTEMa

OV — oOpazoBarenbHOE yUpeKICHUE.

[1/IH — mepcoHabHBIE JAHHBIE

[IMB — nporpamMmmMHO-MaTeMaTUYECKOE BO3ICHCTBUE

I1O — nporpammHOe oOecrieueHue

[IODMUH — nobouHble 37EKTPOMArHUTHBIEC U3Ty4YEHHS U HABOJIKU
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpeactna 3amuThl HHGOpMALIUU

C3I1/In — cuctema (mojcucTemMa) 3aiuThl IEPCOHATBHBIX IAHHBIX
COB — cucrema oOHapyKEHUSI BTOP>KECHUIMA

TKYU — trexnuueckne KaHabl yTe4Kd HHQOPMAITUH

TC — TexHu4ecKue cpencTaa

VYBII/I1 — yrpo3bl 0€30M1aCHOCTH MEPCOHAIBHBIX JAHHBIX

AWDB — anmunucTpaTop MHGOPMAITMOHHOM O€30MACHOCTH
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BBEJAEHUE

Hacrosmas ~ Konmenmust  mH(GOpMaMOHHOM 0€30IacHOCTH NCII/H,
ucnons3yemass B MBOVY «Me3zeHckas cpennsis mkona umenu A.I. TopueBa»
(mamee - mikomna), sIBISETCS OQUIMATBHBIM JOKYMEHTOM, B KOTOPOM OIIpEeIcHa
CUCTEMa B3MVISIOB Ha obecrmeueHrne WHGOpMAIMOHHON Oe3omacHoctd MBOY
«Me3zeHckas cpeansida mkona umeHu A.I. TopueBay.

Hacrosimas KoHuenuusi onpenensieT OCHOBHBIE LIENM W 33Ja4M, a TAKKe
OOIIyI0 CTPATEruio MOCTPOCHUSI CHCTEMbl 3alllUThl MEPCOHAIBbHBIX JMaHHbIX (C3
[11x) mkonel. Konuenmusi ompenensieT OCHOBHbIE TpeOoBaHUA U 0a30BbIE
MOAXOMbl K UX peaM3alMu JUIsl JOCTHKEHHSI TpeOyeMOoro ypoBHsI 0€30MacHOCTH
uH(popMaIuu.

Konnenmus pa3paboraHa B COOTBETCTBUM C CHCTEMHBIM IOJIXOJIOM K
oOecrieueHuto  MHPOpMaMOHHOM  Oe3omacHOoCTU.  CHUCTEMHBIM  MOJXO
NpEAnoyaraeT  NPOBEACHUE  KOMIUIEKCA  MEpPOINPHUATHH,  BKIKOYAOIINX
UCCJIEI0BAHUE YIpo3 MH(OPMAIMOHHOW O€30MACHOCTH U Pa3pabOTKy CHCTEMBbI
3ammThl  [I/[H, ¢ TNO3MIMM KOMIUIEKCHOTO TIPUMEHEHHS TEXHHUYECKUX U
OpraHU3AIMOHHBIX MEP U CPEJICTB 3aILUTHI.

[Ton uHdopmanuonHoi Ge3onacHocThio [IJ[H MOHMMaeTCs 3alMIIEHHOCTh
MEePCOHANIBHBIX JaHHBIX M oOpabarbiBaromield WX HHPPACTPYKTYpbl OT JHOOBIX
CIIyYalHBIX WJIM 3JIOHAMEPEHHBIX BO3ICHCTBHM, PE3YyJbTaTOM KOTOPBIX MOMKET
SBUTHCSI HaHeceHue ymiepba camoil wHpopMaluu, ee BiaaenblaM (CyObeKTam
[111) nmm uadpacrpykrype. 3agauu HHGOPMAIIMOHHON 0€30MaCHOCTH CBOJSATCS K
MUHHMMU3AIUU yiepOda OT BO3MOXKHOU peann3anuu yrpo3 O0ezomacHocT [1J[H, a
TaKe K MPOrHO3UPOBAHUIO U TPEAOTBPAILICHUIO TAKUX BO3ICHCTBUIA.

KoHnenmus  CIyXWUT  OCHOBOM  ig  pa3pabOTKM  KOMILIEKca
OpPTaHW3alMOHHBIX W TEXHUYECKUX Mep Mo obecreueHnto HHQPOPMaIMOHHOM
O6e3omacHOCTH O0Opa30BAaTEIBHOTO YUPEKICHUS, a TakKe HOPMATUBHBIX U
METOJAMYECKUX JIOKYMEHTOB, OOECHEeYMBAIOIIUMX €€ pealu3aluio, ¢u He

MpearnosaraeT moaMeHbl PyHKIIUN TOCYJapCTBEHHBIX OpraHoB BiacTu Poccuiickoi
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denepanuy, OTBEHArONIMX 3a obecreueHrue 0e30MacHOCTH WHGOPMAIIMOHHbBIX
TEXHOJIOTUN U 3aIUTy HHHOPMAIIHH.

Konuenuus siBiaseTcss METOI0JIOTHYECKON OCHOBOM JIJIA:

- GopMHUPOBAHUS U MPOBEJACHUS CIUHON MOJUTUKA B 00JIaCTH 0OeCTICUCHUS
oe3omacHoctu 1111 B UCIT/H miKosl;

- IPUHSTHS YIIPABIEHYECKUX PEIICHUM U pa3paOOTKU MPAKTUYECKUX MEp 10
BOIUIONIEHUIO MOMUTHKN Oe3omacHocTr [IJIH W BBIpaOOTKM KOMIUIEKCA COTJIAco-
BAHHBIX MEP HOPMATHBHO-IPABOBOTO, TEXHOJOTHYECKOTO M OPraHU3ALMOHHO-
TEXHUYECKOT0 XapaKTepa, HAMpPaBJICHHBIX HA BBISBICHUE, OTPAKEHUE U JINKBH]IA-
L0 TIOCJIEICTBUM PEAIM3ALMY PA3IUYHbIX BUIOB yrpo3 11/1H;

- KOOpAMHAIMU AEATEIbHOCTA CTPYKTYPHBIX MOAPA3JAEICHUM IMIKOJbI MPHU
poBeNeHUH paboT no pa3BuTuio U 3kcruryatauuu WMCII/H ¢ cobmonenuem Tpe-
OoBanuii ooecrieuenus 6e3onacHoctu I1/{H;

- pa3pabOTKK TPEIJIOKEHUM O COBEPIICHCTBOBAHUIO IMPABOBOTO, HOpMa-
TUBHOTO, METOJMYECKOTO, TEXHUYECKOTO W OpPraHU3alMOHHOIO OOecredYeHus
oe3onacuoctu [1JIn B UCIT[Iln MBOY.

O6nacte nmpuMeneHus: KoHuenuu pacrpocTpaHseTcs Ha BCE CTPYKTYPHBIC
NMOApPA3JEIACHUsl IIKOJIbI, SKCIUTyaTUPYIOIIME TEXHUYECKHEe U MpPOorpaMMHbIC
cpenctBa UCIIJIH, B KOTOPBIX OCYIIECTBISIETCS aBTOMATH3WPOBaHHasi 00paboTKa
I[IIln, a TakKe Ha MOJAPA3ACICHUS, OCYUIECTBISIONIME COMPOBOXKICHHUE,
oOcy>KMBaHHE U oOecrieueHre HopmanbHoro Gpynkimonuposanus UCII/IH.

[IpaBoBoii ©0a3zoii gy pa3paboTku Hacroswmwed KoHuenuuu ciyxar
TpeOOBaHUsI JEUCTBYIOIIMX B PocCuM 3aKOHOMATENIBHBIX M HOPMATHBHBIX

JIOKYMEHTOB 10 00ecredeHnio 0€30MacHOCTH epcoHanbHbIX nanubix ([11H).
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1. O01mme MoJI0KEeHUA

Hacrosimas KoHuenuusi onpenensier OCHOBHBIE LIENM W 33Ja4M, a TAKKE
OOIIyI0 CTpaTerui0 IOCTPOCHUS CHUCTEMBI 3alllUThl TEPCOHANBHBIX JAaHHBIX
(C3I1H) obpa3oBarenbHOro yupexaenus, B coorBerctBuu ¢ Ilepeunem UCII/In
mkostbl. KoHIenmumst onpeensieT OCHOBHBIC TpeOOBaHUS U 6a30BBIC TIOIXOIBI K MX
peanuzanuu, A JOCTHXKEeHHs TpeOyeMoro ypoBHs 6€30MacHOCTH HH(OpMaLUU.

C3IIIn mpexncraBnser coOOW COBOKYMHOCTh OPTraHM3AallMOHHBIX W TEX-
HAYECKUX MEpOnpUsITUH IS 3amuThl [[J[H OT HEMpaBOMEPHOTO WJIM CIy4ailHOTO
JIOCTyTNa K HUM, YHUYTOXKEHHUS, U3MEHEHHUs, OJOKUPOBAHMS, KOMUPOBAHMS, pac-
npoctpadenus [1/{H, a TakKe MHBIX HEPABOMEPHBIX AEHCTBUI C HUMH.

be3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTAaeTCsl MYyTEM HCKIHOYEHUS
HECAHKIIMOHUPOBAHHOTO, B TOM YHCJI€ CIy4alHOro, JOCTyna K IMEepPCOHAIbHBIM
JAHHBIM, PE3YJbTaTOM KOTOPOTO MOXET CTaThb YHHUUYTOXEHUE, W3MEHEHHUE,
0JIOKUpOBaHUE, KOMMUPOBAHUE, PACTIPOCTPAHEHUE MTEPCOHANIBHBIX JaHHBIX, & TAKXKe
VHBIX HECAHKIIMOHUPOBAHHBIX JEUCTBUM.

CrtpykTtypa, coctaB 1 ocHOBHbIE ¢yHKiun C3I1/IH onpenenstorcsa ucxons us
xiacca MCIIAn. C3IIJIH BKiIOYaeT OpraHu3allMOHHBIE MEPBI U TEXHUYECKHE
cpeacTBa  3amuThl  mHPopMammu (B TOM  yuche  mudpoBajbHbIE
(kpunrorpagpuIecKkue) CpEICTBa, cpeacTBa MpeI0TBpAIICHHUS
HECAHKIIMOHUPOBAHHOTO JIOCTyMa, YTEYKH UHPOpMAIUU MO TEXHUUYECKUM
KaHajaM, MPOrpaMMHO-TEXHHYECKUX BO3JCHCTBUI Ha TEXHUYECKHE CPEACTBA
oopabotku [IJ[H), a Takxke wucnoib3lyemble B HHPOPMAIMOHHON CHCTEME
MH(POPMAIIMOHHBIE TEXHOJIOTUH.

OTH MephI IPU3BaHBI 00ECTICUNTD:

- KOH(PUAEHIMATBHOCTH MHOPMaALIUK (3alUTa OT HECAHKIIMOHUPOBAHHO-
ro O3HAKOMJICHHS);

- HeJIOCTHOCTh HH(pOpMaIUK (aKTyalTbHOCTh M HEMPOTHBOPEUYMBOCTH WH-
dbopmanuu, ee 3alUIIeHHOCTh OT Pa3pylICHUs] U HECAHKIMOHUPOBAHHOIO H3MeE-

HEHUS);
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- IOCTYITHOCTH MH(OpManuu (BO3MOKXHOCTh 33 MPUEMIIEMOE BpeMs MOY-

YUTH TPeOyeMyI0 HH(POPMALIMOHHYIO YCIIYTY).

Cragum co3ganns C3I1/1H BKIFOYAIOT:

- IPEIIPOEKTHAs CTalMs, BKIIOYAKOWAs MPEIIPOCKTHOE 00CIeI0BaHUE
NCTIIH, pa3paboTKy TEXHUYECKOTO (YACTHOTO TEXHHUYECKOT0) 3aJJaHus Ha €€ CO3-
JaHUE;

- cTaausl IPOEKTHpOBaHus (pa3paboTku npoekToB) u peanusauuu MCII/H,
BKtovaronas pazpadorky C3I1/In B cocrae UCIIH;

- ctaaus BBoja B aericteue C3I1JIH, BKItO4aromas OnbITHYIO SKCILTyaTaluio
U [IPUEMO-CJIaTOYHbBIC UCTIBITAHUSI CPEACTB 3aIIUTHI HH(DOPMAINH, a TAKXKE OIEHKY
cootBercTBUs MCIT/IH TpeOGoBanusiM 0e30MacHOCTH MH(OpMaLUK.

OpranuzalMoOHHbIE MEpbl MPEIYCMATPUBAIOT CO3JIaHHE U TOJAJECpPKAHHE
npaBoBoii 0a3bl Oe3omacHoctu IIJIH M pa3paboTky (BBeaeHHE B JACHCTBHE)
npeaycMoTpeHHbix  [lomutukoit uHdpopmanuonnoit 6e3zonmacHoctu  UCII/IH
CJIEAYIOIINX OPraHU3alMOHHO-PACTIOPSAIUTEIbHBIX JOKYMEHTOB:

- [Iman meponpusTuili no odecnedyenuto 3amuthl [1/IH npu nx oOpaboTke B
NCIIdH;

- [Topsimok pe3epBUpOBaHMS M BOCCTaHOBJIEHUS paboTocmocobHoctn TC m
IT1O, 6a3 nannbex n C3U,

- JlomknoctHas uHCcTpykuus agmunuctpatopa VMCIIIn B wactu obecneue-
Hus 6e3onacHocTH [1J{H npu nx odpadotke B UCII/H;

- JlomkHOCTHAs MHCTPYKIUS agMuHucTparopa o6e3onacaoctu UCIT/IH;

- JlomknoctHas uHCTpykuus nonb3oBatens MCIIAH B yacTu obecnieueHus
oe3onacHoctu [1/In mpu ux obpadbotke B UCII/H;

- HCcTpyKIMs 1Ob30BaTeNsl Ha Cilydyaldl BO3HUKHOBEHHsI BHEIUTATHOW CH-
Tyaruu,

TexHruecKkue Mephl 3alUThl PEATU3YIOTCS PU MOMOIIM COOTBETCTBYIOIIMX

MMPpOrpaMMHO-TCXHHUYCCKHUX CPCACTB U MCTOIOB 3alllUTHI.
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[lepeyenb HEOOXOAMMBIX MEpP 3allUTHl UHMOPMALUU OMPEAENSIETCS 0
pesynbrataM BHyTpeHHeW mpoBepku Oe3omacHoctu MCII/IH o6pas3oBaTenbHOTO

YPEKICHUS.
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2. 3a1a4M CHCTEMBI 3alIUTHI MePCOHAJBLHBIX NaHHBIX (C3I1/In)

OcnoBno#t nenpto C3I1/IH sBiseTcss MUHUMU3ALUA yiiepoa OT BO3MOKHOM
peanuzauuu yrpo3 6ezonacHoctu [1J]H.

s mocTmkeHUs OCHOBHOM 1enu cuctema OesomacHoctu [1JIm MCII/Ix
ToJDKHA oOecrieunBaTh 3()(PEKTUBHOE PEIICHNUE CIASAYIOMNX 3a/1a4:

- 3alIUTy OT BMemaTenbcTBa B mponece ¢yHkuuonuposanuss UCIIAH mo-
CTOPOHHHX JIHI] (BO3MOXHOCTH Hcmojb30oBaHusd AC M JOCTYIl K €€ pecypcam
JOJKHBI UMETh TOJIBKO 3apETUCTPUPOBAHHBIE YCTAHOBJIEHHBIM MOPSAIKOM IOJIb30-
BaTeIIN);

- pasrpaHUYeHuE NOCTyNa 3apErUCTPUPOBAHHBIX ITOJIB30BATENEN K anmapar-
HBIM, TIPOrpaMMHBIM U HHGopManmoHHbIM pecypcam UCIIIH (BO3MOXHOCTH JOC-
Tylla TOJIBKO K TEM pECypcaM M BBIIIOJHEHHUS TOJBKO TEX ONEPALUN C HUMH, KOTO-
pble HEOOXOIMMbI KOHKpeTHBIM Tosib3oBaTessiM VCIIJIH nsisi BBIOJHEHHS] CBOUX
CIIy>K€OHBIX 0053aHHOCTEM ), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO J1OCTYIIA:

a) k uHopmanuu, nupkynupyromeit B UCIT/IH;

0) k cpeacTBam BeraucauTenbHOM Texauku MCII/IH;

B) K allllapaTHbIM, IPOTPAMMHBIM U KPUNITOrpaduueCKUM CpeCTBAM
3aIMThl, ucnoiab3yeMmbiM B UCIT/IH;

- PETUCTPALMIO JCHCTBHUM IOJIB30BATEJIEH TMPHU HMCIOJB30BAHUU 3allUIIAC-
MbIX pecypcoB MCII/IH B CUCTEMHBIX KypHAJIAX U NEPUOJIUYECKUN KOHTPOIb KOP-
PEKTHOCTH JEUCTBUN ITOJIB30BATEIIEN CUCTEMBI IIyTEM aHAJIN3a COIEPKUMOIO 3TUX
YKYypHAaJOB;

- KOHTPOJIb LEJIOCTHOCTH (00ecreueHne HEeM3MEHHOCTH) CPEeJIbl UCTTOJIHEHUS
MPOTrpaMM U €€ BOCCTAHOBJICHUE B CIIy4ae HapyIICHUS;

- 3alIUTY OT HECAHKIMOHUPOBAHHOW MOJIM(UKAIMU U KOHTPOJb LEIOCTHO-
ctu ucnoiabzyembix B MCIIJIH nporpaMMHBIX CPEACTB, a TAKXKE 3aLIUTY CUCTEMBbI
OT BHEJPEHUSI HECAHKIIMOHUPOBAHHBIX MPOTPAMM;

- 3auuTy [IJ[H OT yTeuku Mo TEXHWYECKUM KaHajlaM Mpu ee 00paboTke,

XPaHCHHUHU U IICPCAAUC 110 KaHaJIaM CBA3HU,
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- 3amury [1/IH, Xxpanumoii, oOpabaTeiBaeMOl U MeperaBaeMoi Mo KaHajaaM
CBSI3H, OT HECAHKIIMOHUPOBAHHOTO PA3TJIAICHUS WJIN UCKAXKEHHUS;

- o0ecreyeHue KUBYUYECTH KPUNTOTpadUUECKUX CPEJCTB 3alUThl UHPOP-
MAaIMH1 MMPA KOMIIPOMETAILIUH YaCTH KJIKOUEBOU CUCTEMBI;

- CBOCBPEMEHHOE BBISBICHUE MCTOYHHUKOB yrpo3 Oe3zomacHoctu I1/[H, mpu-
YUH U YCJIOBUH, CIOCOOCTBYIOIUX HaHeceHHIo yuiepba cyowekram [1/IH, co3ma-
HUE MEXaHu3Ma ONEPaTUBHOIO pearupoBaHUsl HA yrpo3bl Oe3zomacHoctu [IJIH u
HETaTUBHbBIEC TCHACHIUY;

- CO3/IaHUE YCJIOBUU ISl MUHUMU3ALIUH U JOKAJIU3AIUU HAHOCUMOTO YIIEP-
0a HEMPaBOMEPHBIMU TEUCTBUSAMU (PU3UUECKUX M IOPUIUICCKUX JIHI], OCIIa0ICHHE
HETaTUBHOTO BIIMSHUS W JUKBUAAIUS TOCJIEACTBUI HapylieHus Oe30MacHOCTH

IT/1H.
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3. O0BbEeKTHI 3AIIUTHI

3.1. IlepedyeHb HHGPOPMALMOHHBIX CHCTEM

B MBOVY «MeseHckas cpennsisi mkosia umeHu A.l.Topuesa» mnpou3BOaUTCA
00paboTKa MepCOHANBbHBIX JTAHHBIX C MOMOIIbIO UCTIONb3yeMbIX B 1ikose MCII/IH.
[Tepeuens UCII/IH ompenensercs Ha ocHOBaHMM OTueTra Mo pe3yJibTaram

BHYTPEHHEW NPOBEPKHU.

3.2. IlepeyeHb 00HEKTOB 3aAIIUTHI

OObexTaMu 3alUThI sABIsieTcss nHGopmatus, oopadateiBaemasi B UCIIH, u
TEXHUYECKUE CpelcTBa €€ 00paboTkM W 3amuThl. llepcoHanbHble aHHBIE,
noJUIeKalie 3amuTe, omnpenencHsl B llepeduHe mepcOHaNbHBIX JaHHBIX,
nojexamux 3amure B UCI/IH.

OOBEKTHI 3aIIUTHI BKIIOYAIOT CIAEAYIONNE KOMITOHEHTHI:

1) O6pabaTbiBacMast HHGOPMAITHS.

2) TexHonoruueckas HHGOpPMALUS.

3) [IporpaMMHO-TEXHUYECKHE CPECTBA OOPAOOTKH.

4) Cpencrsa 3amutsl [1]1H.

5) Kanainsl nH()OpMAIMOHHOTO 00MEHa U TeJICKOMMYHHUKAIIHH.

6) OOBEKTHI U TIOMEIIEHUS, B KOTOPBIX pa3menieHbl kKommoHeHTsl MCTI/IH.
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4. Knaccupuxanus noab3oBaresed UCITIn

[Tonb3oBatenem  MCII[Im  sBusercs  auuo, Y4acCTBYIOIIEE B
GYyHKUMOHUPOBAHUM WHOOPMAIIMOHHOW CHCTEMbl IMEPCOHAIBHBIX JAHHBIX WM
UCTIONB3YIOIIee pe3ynbTaThl ee (yHKuuoHupoBaHus. B MeseHckoil cpeaneit
mikosie nonb3oBateneM MCIIIH siBnsieTcss m000i COTPYIHUK IIKOJBI, HMEIOIIUN
noctyn Kk UCII/IH u ee pecypcaMm B COOTBETCTBHM C YCTAHOBJIIEHHBIM IOPSIKOM, B
COOTBETCTBHUH C €r0 (YHKIIMOHATBHBIMUA 00S3aHHOCTSAMU.

[Tonws3zoBatenu UCII/IH B mIKose AENSATCSA HA TPU OCHOBHBIE KATETOPUU:

1) Anmunuctparop MCIT/IH. COTpyIHUKH IIKOJBI, KOTOPBIC 3aHUMAIOTCS
HaCTPOMKOW, BHEAPEHUEM U CONIPOBOXKIACHUEM cucTeMbl. Anmunuctparop UCII/ I
o0aaeT CIeAyOIUM YPOBHEM JIOCTyHA!

- obnagaer mojgHOM MH(poOpManuend O CUCTEMHOM M MPHUKIAIHOM MpO-
rpammHoM obecnieuennu UCIIH;

- o0siagaeT nojaHoW HH(popMalKeld 0 TEXHUYECKUX CPECTBAX U KOHPUTy-
paunu UCIT/1H;

- UIMEET JOCTYN KO BCEM TEXHHUYECKHM CpeAcTBaM 00paboTKH MH(OpMa-
uuu 1 gasabiM UCIIH;

- o0amaer npaBaMu KOH(UTYPUPOBAHUS U aIMUHUCTPATUBHOW HACTPOW-
k1 TexHnueckux cpeacts UCI/IH.

2) Iporpammuct-pazpadborunk UCIIAn. COTpyIHUKH IIKOJBI MM CTOPOH-
HUX OpraHu3alui, KOTOpble 3aHUMAIOTCs pa3pabOTKOM MpPOrpaMMHOro odecreye-
Hus. Paspaborunux UCIT/IH obnagaeT ciemyronmm ypoBHEM JOCTYIIA:

- obnamaer uHdopmanuen 00 alropuT™Max U rnporpammax o0pabOTKU MH-
dbopmanuu vHa UCII/IH;
- 00Ja1aeT BO3MOKHOCTSIMA BHECEHMSI OLIMOOK, HEIEKIapUPOBAHHBIX

BO3MOYKHOCTEM, MPOrpaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX MPOTrpaMM B MPO-

rpammHoe obecnieuenue VCIIJIH Ha cTtagmm ee pa3paOOTKH, BHEAPEHUS U

COTIPOBOK/ICHHUS;
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- MOXET pacroaraTh JOOBIMU (parMeHTaMU UHPOPMALUU O TOTIOJIOTHU
NUCII/Ix n TexHuueckux cpeacTBax oOpadoTku u 3amuThl [1/1H, oOpabatsi-
BaeMbIx B UCIT/IH.

3) Oneparop UCIIQn. CoTpyIHUKH TOIpa3AeiICHUI IIIKOJIbI, YIaCTBYIOIINX
B mporecce akcmutyatauun MCIIJIH. Oneparop UCIIJIH oGnamaet cienyromumm
YPOBHEM JIOCTYIIA:

- o0J1lajlaeT BCEMU HEOOXOIUMBIMHU aTpUOyTamMu (HalpuMep, Mapoyiem),
00ecreunBaOIIUMHU JOCTYII K HEKOTOpOMY NOJAMHOKecTBY 11J1H;

- pacnosiaraeT KOH(QUACHIUATbHBIMUA JAaHHBIMH, K KOTOPBIM HMEET JI0C-
TyT.

Kareropun mnosnp3oBaTeneil MOJKHBI ObITh ONpEAENEHBl s  KaKIou
NCIT=. JlomKkHO OBITh YTOUHEHO pa3/iesieHue COTPYJHUKOB BHYTPU KaTErOpui, B
COOTBETCTBUM C THUIAMH IIOJIb30BAaTENIeH, omnpenelieHHbiMU B [lonuTuke
nH(OPMAITMOHHON OE30MTaCHOCTH.

Bce BbIIBIEHHBIE Tpynmbl MOJb30BaTeNner orpaxarorcs B OTtdere Mo
pe3ynbTaTam BHyTpeHHEH npoBepku. Ha ocHoBannn OTdera onpenenstorcs npasa
nocrtyna K anementaM MCIIIH qyis Bcex rpynn Mojap30BaTENE U OTPAXKarTCS B

Marpune noctyna nons3oBarenei kK 11/1H.
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5. OCHOBHbIC NPHHUOMIBI TMOCTPOCHHUS CHCTEMbI KOMILJIEKCHOM
3alUThI HH(pOpMALUHU

[TocTtpoenue cuctemnl obecrieuenus: 6ezonacuoctu [1JIn 8 UCIT[In MBOY
«Me3eHnckast cpennsisi mkona umeHu A.I.TopueBa» u ee (yHKIIMOHUPOBAHUE
JIOJDKHBI  OCYHIECTBJISITBCSI B COOTBETCTBHM CO  CIEIYIOIIMMH OCHOBHBIMHU

IIpUuHOUIIaMUA:

3aKOHHOCTb;

- CUCTEMHOCTB;

- KOMILUIEKCHOCTD;

- HENPEPBIBHOCTB;

- CBOEBPEMEHHOCTD;

- IPEEMCTBEHHOCTh ¥ HEMPEPBIBHOCTH COBEPIICHCTBOBAHNS,
- IEPCOHAJIbHASL OTBETCTBEHHOCTB;

- MUHUMU3ALUA TOJTHOMOYHNH;

- B3aUMOJEMCTBHUE U COTPYAHUYECTBO;

- THOKOCTb CUCTEMBI 3aIUTHI;

- OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3aIIUTHI;
- IPOCTOTA MPUMEHEHUS CPEICTB 3aLUTHI;

- Hay4yHasi 000CHOBAHHOCTh U TEXHUUYECKAs pean3yeMOCTh;

cricnuajan3anus nu HpO(l)CCCI/IOHaJ'II/I?;M;

00513aTEIHLHOCTh KOHTPOJIS.

5.1. 3axKkoHHOCTH

[Ipenmonaraer OCyIIECTBICHHUE 3alMTHBIX MEPONPHATHH M pa3pabOTKy
C3I1/IH mKoJIbl B COOTBETCTBUU C JICUCTBYIOIIUM 3aKOHOJATEILCTBOM B 00JaCTH
3amuThl [IJ[H U Opyrux HOPMATHUBHBIX aKTOB MO O€30macHOCTH WH(OpMaIuHy,
YTBEPXKIECHHBIX OpraHaMH FOCY/IapCTBEHHOM BJIACTH U YIPABICHUS B MpeAenax ux
KOMITICTCHIINH.

[Tonp3oBatenn u oOciyxkuBaromuii nepcoran I[1[lx B UCII[H mrkoms
JIOJKHBI OBITH OCBEJOMIICHBI O TIOpsIIKE PabOThI ¢ 3aiuiaeMoi uHpopmaluen u
00 OTBETCTBEHHOCTH 3a HapyuieHue 3amuTsl [1/1H.
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5.2. CucTreMHOCTH

Cucremnsiii noaxon k noctpoeHuto C3II[In MBOY «Me3eHnckas cpemuss
mkona uMeHn A.l.TopueBa» mpeanonaraer ydeT BCEX B3aWMOCBSI3aHHBIX,
B3aMMOJICHCTBYIOIIMX W H3MEHSIOIIUXCA BO BPEMEHH DJIJIEMEHTOB, YCJIOBUU U
(GakTOpOB, CYIIECTBEHHO 3HAYUMBIX [UJIsI MOHUMAHHS W PEHICHUS MPOOJIEMBI
obecneuenus 6ezomacaoctr [1J1a B UCIT/{H 1mIKoIsI.

[Ipyn co3maHuM CUCTEMBI 3allUTHI JIOJDKHBI YYUTBHIBATHCS BCE cllaOble U
Haubosee ys3BUMBbIE MecTa cucTembl oOpabotku I[I/lH, a Taxke xapakTep,
BO3MOYKHbIE 00BEKTHI U HAIIPABJICHUS aTaK HA CUCTEMY CO CTOPOHBI HapyIIUTEIEH
(ocobenHo BBICOKOKBaJIU(PUITUPOBAHHBIX 3JIOYMBIIICHHUKOR), My TH
NpOHUKHOBEHUs1 B pacnpeneneHnble cuctembl 1 HCJl k unpopmanmu. Cuctema
3alATHl JOJDKHA CTPOUTHCS C yYETOM HE TOJBKO BCEX M3BECTHBIX KaHAJIOB
nponukHoBeHuss 1 HCJ k uHpopMannu, HO U ¢ y4€TOM BO3MOKHOCTH HOSIBJICHUS

NPUHIMINAIBHO HOBBIX MTyTEH peanu3aiuu yrpo3 0e30MacHOCTH.

5.3. KoMILIeKCHOCTH

KoMIiekcHOe MCIoNIb30BaHUE METOJO0B U CPEACTB 3AIUTHI MPEAIOJIAracT
COrJIaCOBAaHHOE MPHUMEHEHHE Pa3HOPOIHBIX CPEACTB MPHU MOCTPOECHUHU LIEIOCTHOM
CUCTEMBI 3aIllUTHI, TEPEKPHIBAIOIICH BCE CYIIECCTBEHHbIE (3HAUMMBIE) KaHAJIbI
pealM3alid Yrpo3 U He cojepskauieil ciaaObIX MECT Ha CThIKaX OTHAEIbHBIX €€
KOMITOHEHTOB.

3ammTa 10KHA CTPOUTHCS 3IICTOHUPOBAHO. [ KaXXI0ro KaHajia yTeUKu
uHhpopMalMu W IS KaXJI0M yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATh
HECKOJIBKO 3aIIUTHBIX pyOexkei. Co3aHue 3alIUTHBIX pyOeKel OCYyIeCTBISIETCS C
Y4€TOM TOTO, YTOOBI JJIsi UX TPEOJOJICHUS MOTEHIUAILHOMY 3JI0YMBIIIJICHHUKY
TpeOOBaIMCh MPOGECCUOHANbHbBIE HABBIKM B HECKOJbKHX HEB3aMMOCBSI3aHHBIX
00JacTsX.

Buemnsas 3ammura AomKHa oOecreunBaThCsl (PUBMYECKUMH CPEACTBAMM,
OpraHU3allMOHHBIMU M MPaBOBbIMU Mepamu. OZHUM U3 HamboJiee YKpEeIJIEHHBIX
pyOexeit mpu3BaHbl OBITh CPEJCTBA KPUNITOTPAPUUECKOM 3aIUTHI, PeaIU30BaHHBIC

¢ wucnons3oBanueMm TexHosorun VPN. IlpukiagHoil ypoBeHb  3allIMTHI,
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YUUTHIBAIOIIMK OCOOCHHOCTH MPEIMETHON 00JacTH, MPEACTaBISET BHYTPEHHUM

pyOeK 3alIUTHI.

5.4. HenpepbiBHOCTb 3amuThI [1/1{H

3ammra [IJIH — He pa3oBoe MEpPONPUATHE M HE IPOCTas COBOKYIHOCTH
IIPOBEJCHHBIX MEPOIIPUATHNA U YCTAHOBIICHHBIX CPEJICTB 3aIlUThI, & HENPEPHIBHBIN
L[EJICHAIIPABJICHHBIM POLECC, NPEANOJAralolui MPUHITHE COOTBETCTBYIOIIHNX
Mep Ha Bcex atanax >ku3zHeHHoro nukia NUCITJIH.

NCITIH A0mKHBI HAXOOUTHCS B 3aILMILIEHHOM COCTOSIHUM Ha MPOTSIKEHUU
BCEr0 BPEMEHU HUX (PYHKIMOHUPOBaHUSA. B cOOTBETCTBMM C 3TUM MHPHUHLMIIOM
JOJDKHBI NPUHMMAThCs Mepel 1o HepomymeHuto nepexoxa HMCII[IH B
HE3aIIUIIEHHOE COCTOSIHUE.

BonbmIMHCTBY (U3MUECKUX M TEXHUYECKUX CPEICTB 3allIUThl  JUIA
3((})EKTUBHOTO  BBINOJHEHUS CBOMX (YHKIHMM HeEoOXoAuMa  IOCTOSTHHAs
TEXHAYECKas 17} OpraHA3alOHHAA (anMHHHMCTpPATUBHAS ) OAIEpKKA
(cBOEBpeMEHHasi cCMeHa W 00ecleyeHHe MPaBUIBHOTO XPAHEHUS W MPUMEHEHMS
MMEH, MapoJiel, KIYel MUQPpoBaHUs, NEPEONPEACICHUE MOJTHOMOYMNA M T.IL.).
[lepeppiBBl B paboTe CpEICTB  3allMTBl MOLYT OBITh  MCIIOJIb30BaHbI
3JIOYMBIIUICHHUKAMH U1 aHAJIU3a MPUMEHSIEMBIX METOJOB M CPEICTB 3allMThI,
JUIS BHEAPEHUS CIIEHUAIIBHBIX IIPOIPAMMHBIX M alnapaTHBIX ''3aKiIafoK" U APYyrux
CPEACTB  IIPEOJOJICHHUS  CUCTEMBl  3allUTBI  IIOCJIE  BOCCTAHOBIICHUS €€

(GyHKUIHOHUPOBAHMUS.

5.5. CBoeBpeMeHHOCTH

[Ipennonaraer ympexaaroumi XapakTep Mep oOecreueHus 0e30MacHOCTH
IT/IH, TO ecTh MOCTAaHOBKY 3aja4 1o komruiekcHou 3amute UCITIH u peanuzaiuto
Mep obecnieuenus: OezonacHoctu I1/[n Ha pannux craausx pazpadorku UCIIAH B
[EJIOM U €€ CUCTEMBI 3aIUThl HH()OpPMAITUU B YACTHOCTH.

Pa3paboTka cucTeMbl 3alUThI T0JKHA BECTUCH MTapajuIesIbHO ¢ pa3paboTKoM
U Pa3BUTHEM CaMOM 3allMIIAEMON CHUCTEMbl. DTO MO3BOJMUT y4yecTh TpeOOBaHUs

0€30MacHOCTH TIPU MPOSKTUPOBAHUU APXUTEKTYPHI U, B KOHEUHOM CHYETE, CO3/aTh
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oonee s(ddexkTuBHBIC (Kak MO 3arpaTaM pecypcoB, TaK M IO CTOMKOCTH)

3aIlIUIIICHHBIC CUCTCMBI.

5.6. IlpeeMCTBEHHOCTH M COBEPIIIEHCTBOBAHUE

[IpeanonaratoT MOCTOSHHOE COBEPIICHCTBOBAHUE MEpP U CPEACTB 3aIUThI
uH(OpPMAIIMU Ha OCHOBE MPEEMCTBCHHOCTH OPTAHHM3AIMOHHBIX U TEXHUYECKHUX
pelieHuii, KaapoBoro cocrtaBa, aHanmm3a ¢yaknuonuposanus HCIIIa u ee
CUCTEMBI 3alIUThl C Y4ETOM M3MEHEHUH B METOJaX M CpEelCTBaxX IepexBaTa
uHopMaIuy, HOPMATHUBHBIX  TpeOOBAaHWH MO  3alIUTe, JOCTUTHYTOTO

OTCUCCTBCHHOTI'O 1 BaPY6C}KHOI‘O ONBITa B TOM 00JIaCTH.

5.7. IlepcoHajibHasi 0OTBETCTBEHHOCTh

[Ipenmonaraer  BO3JOKEHHWE  OTBETCTBEHHOCTM  3a  oOecleueHue
oeszonacHoctu [I/IlH m cuctembl ux 0OpaOOTKM Ha KaXAOro COTPYJHUKA B
Ipesesax ero NoJHOMOYMNA. B COOTBETCTBUU ¢ 3TUM IPHUHLMIIOM PacIpenesiCeHUue
IpaB U OOA3aHHOCTEN COTPYIHHUKOB CTPOMTCS TaKMM 00pa3oM, 4TOOBI B Cly4ae
J000r0 HapylIeHHsT KPyr BHUHOBHUKOB OBUT YETKO HM3BECTEH WM CBEIEH K

MUHUMYMY.

5.8. TIpuHOMI MUHUMH3ANUHA MOJTHOMOYHUIA

O3HavaeT NpeaoCTaBICHUE MOJIb30BATENSIM MUHUMAJIBHBIX MpPaB IOCTYIA B
COOTBETCTBHUH C TTPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE MPUHIIUIIA «BCE,
YTO HE Pa3pelUICHO, 3aPEUICHO.

Hoctyn x IIJIH momkeH mpeaocTaBiIsThCS TOJBKO B TOM cliydae U 00beMme,
€CIIM DOTO HEOOXOAUMO COTPYIHHMKY JUISI BBITIOJTHEHUS €ro JOJDKHOCTHBIX

00513aHHOCTEN.

5.9. B3aummojeiicTBHE M COTPYIHHUYECTBO

[Ipeanonaraer co3gaHue OnaronpusiTHO arMocdepbl B KOJUIEKTHUBAX
nojapasneneHui, obecrneunBaronux ¢yakiuonuposanre WCIIJIH mkomsl, mms
CHIDKCHUSI BEPOATHOCTH BO3HUKHOBEHHWSI HETAaTHBHBIX JICMCTBUM CBA3aHHBIX C

YeJIOBEYECKUM (PAaKTOPOM.
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B Takoii o0OcTaHOBKE COTPYAHUKHN OOJDKHBI OCO3HAHHO CO6J'IIOI[8,TB
YCTAaHOBJICHHBIC ImpaBujia u OKa3bIBAaATh COHeﬁCTBHe B ACATCIBHOCTH

noApa3eiaeHUu 3alUThl HHPOPMAITUH.

5.10. I'mbkocThb cucTembl 3amuThI I1/{H

[TpunsiTele Mepbl M YCTAaHOBIICGHHBIE CPEACTBA 3alllUThI, OCOOCHHO B
HaYyaJIbHBIN MMEPUOJ X SKCIUTyaTallid, MOTYT 00€CIIeYrBaTh KaK Ype3MEPHBIil, TaK
U HEJIOCTATOYHBI ypoBeHb 3aumuThl. [ obOecriedyeHUs: BO3MOXHOCTH
BapbUPOBAHUS YPOBHEM 3alIMIEHHOCTH, CPEACTBA 3alIUTHl JOJDKHBI 00J1a1aTh
ornpeneneHHoW TMOKocThi0. OCOOEHHO BaXKHBIM ATO CBOMCTBO SIBJIETCA B TEX
cllydasix, KOIJla YCTAaHOBKY CPEICTB 3allluThl HEOOXOIAMMO OCYIIECTBISATh Ha
paboTaIlyl0  CUCTEMYy, HE  Hapymas [polecca €€  HOPMAJIbHOIO

GyHKIHMOHUPOBAHMUS.

5.11. OTKpLITOCTl) AJITOPUTMOB 1 MEXAaHU3MOB 3allIMThI

CyTb NpUHITUIIA OTKPHITOCTH AITOPUTMOB U MEXAHU3MOB 3aIIUTHl COCTOUT B
TOM, 4YTO 3alllUTa HE JOJDKHA OOECIeuMBaTBHCS TOJBKO 32 CUET CEKPETHOCTH
CTPYKTYPHOM OpraHu3aldd M ajiroputMoB (YHKIMOHUPOBAHHUS €€ IOJICUCTEM.
3HaHUE AITOPUTMOB PabOThl CUCTEMBI 3aIUTHI HE JIOJDKHO JaBaTh BO3MOXKHOCTHU
ee mpeojosieHus (naxe aBropam). OmHaKO, 9TO HE O3HAYAET, 4TO WHMOpPMAIUs O

KOHKPETHOM CHUCTEME 3alUThI JOJDKHA OBITH 00IIEIOCTYITHA.

5.12. IIpocToTa NPUMEHEHHUsI CPEICTB 3AMMUTHI

MexaHu3Mbl 3allUThl JIOJKHBI ObITh MHTYUTHUBHO TOHSTHBI U TPOCTHI B
WCIIOb30BaHUU. [IpriMeHeHne CpeACTB 3alluThl HE JOJDKHO OBITh CBS3aHO CO
3HAHUEM CHEIUANIbHBIX S3BIKOB WJIM C BBIMIOJHEHUEM JCHCTBUM, TpeOyrommx
3HAYUTENBHBIX  JIOMOJHUTEIBHBIX  TpyJ03aTpaT mpu  OObIYHOM  pabote
3apETrUCTPUPOBAHHBIX YCTAHOBJIEHHBIM TOPSIIKOM TIOJIb30BaTENICld, a TaKKe He
JIOJDKHO TPeOOBaTh OT MOJI30BATEIISI BBHIMOIHEHUS PYTUHHBIX MaJIOMOHSATHBIX €MY
onepaiuii (BBOJ HECKOJIBKUX MApPOJIel U UMEH U T.1.).

JloJbKHA JOCTHraThCs aBTOMAaTH3allMsl MaKCUMaJbHOI'O 4YHCHA JEMCTBHUI

nosib3oBareneit u agmuuauctparopos UCIIH.
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5.13. HayuyHnasi 000CHOBAHHOCTb U TeXHHYECKAs Peain3yeMoCcTh

NudopmarimoHHbie TEXHOJOTHWH, TEXHHUYECKHE M MPOrPaMMHBIE CpEJICTBa,
CpeICcTBa W MEpbl 3alUThl WHGOPMAIMK JIODKHBI OBITh peajn30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH M TEXHUKH, HAYYHO OOOCHOBAHBI C TOUYKH
3peHUs TOCTHKCHHS 3aJIaHHOTO YPOBHsI 0€30macHOCTH MH(POPMAIUA U JTOJDKHBI
COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHUSM IO 0€30MacHOCTH
IT1H.

C3I1n momkHA OBITH OPUEHTHPOBAHA HA PEIICHUS, BO3MOXKHBIC PUCKH TSI
KOTOPBIX M MeEphl MNPOTUBOJCHCTBUS AITUM pHCKaM MPOIUIM BCECTOPOHHIOIO

TEOPETUUYECKYIO U MPAKTHUECKYIO MPOBEPKY.

5.14. Cnenuanuszauus u npogeccHoHAIU3M

ITpenmnosiaraer npuBiICYEHHE K pPa3padOTKE CPENCTB U pEAM3alUA MEp
3alUThl  MHGOpPMALMK  CHEUUAIM3UPOBAHHBIX  OpraHu3alnuii, Hauboiee
MOJATOTOBJIIEHHBIX K KOHKPETHOMY BHJY JESATEIBHOCTH MO OOECHEeYEHUIo
6e3onacHoctu [1/IH, UMEIOMMX ONBIT NPAKTUYECKOW PabOThl U TOCYAAPCTBEHHYIO
JUIIEH3UI0 Ha [paBO OKa3aHUs yciIyr B 93TodM oOnactu. Peanuzanus
aAMUHHACTPATHUBHBIX MEp W OKCIUIyaTalMs CpPEACTB  3allUThl  JIOJDKHA

OCYHICCTBIIATHCA HpO(beCCI/IOHEU'IBHO IIOATOTOBJICHHBIMHU CIICOHAIMCTaMHM IIKOJIBI.

5.15. O06s13aTEeIbHOCTH KOHTPOJISI

[Ipeamnonaraer 00s3aTE€NBLHOCTh W CBOCBPEMEHHOCTHh  BBISBICHUS U
MpPECEUYEHUs] TOMBITOK HAPYIICHUSI YCTAHOBJIICHHBIX TMPaBUi oOecTeYeHUs
6esonacHoctu [IJ[H Ha OCHOBE HCMOJIB3YEMBIX CHCTEM U CPEACTB 3allUTHI
uHpopMallMu NpU  COBEPIICHCTBOBAHWU KPUTEPUEB U METOJOB  OIICHKHU
3 PEKTUBHOCTU ATUX CUCTEM U CPEJICTB.

KoHTponb 3a AESTENbHOCTBIO JIFOOOTO TMOJB30BaTENsA, KaXKIOTO CpeACTBa
3alUThl 1 B OTHOIICHUH JIFOOOTO OOBEKTa 3alUTHI JOHKEH OCYIIECTBIISITHCS Ha
OCHOBE MPUMEHEHUSI CPEJCTB ONEPATUBHOTO KOHTPOJS U PETUCTPALMU U JTOJIKEH
OXBaThIBaTh KAaK HECAHKI[MOHUPOBAHHBIC, TAK M CAHKIMOHUPOBAHHBIC JEHCTBUS

OJIL30BaTEJIEH.
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6. Mepbl, MeTObI U cpeAcTBA o0ecrneuyeHHsi TPedyeMOro YpPOBHS
3alIMIIEHHOCTH

Obecnieuenre TpeOyeMOro YpOBHS 3aIUIIEHHOCTH JOJIKHO JOCTUTaThCA C
UCIIOJIb30BaHUEM MEpP, METOJIOB U CpPeACTB Oe3omacHocTH. Bee Mephl oOecnieuenus
oe3onacnoctu MCIIJIH noapasnenstorcs Ha:

- 3aKOHO/IaTCIIbHBIC (ITPABOBHIC);

- MOPaJIbHO-3TUYECKHE;

- OpraHu3alMOHHbIC (AIMUHUCTPATUBHBIC);

- hu3HUYECKHUE;

- TEXHUYECKHE (anmnapaTHbie U MPOrpaMMHEIE).

[lepeuenb BbIOpaHHBIX Mep oOecreueHusi O€30MacHOCTH OTpPaKaeTcs B

[1nane MepornpuaTHil MO 0OECIIEUEHUIO 3aIUTHI TEPCOHATBHBIX JIAHHBIX.

6.1. 3akoHoaaTe/jibHbIE (IPABOBbIE) MePbI 3AIIUTHI

K mpaBoBBIM MepaM 3amuThl OTHOCSITCSI JEUCTBYIOIIME B CTPAHE 3aKOHBI,
yKa3bl 1 HOPMaTUBHBIEC aKThl, perilaMeHTHpYoIIe npasuia oopamenus ¢ 11J1H,
3aKpEIUISIONINE MpaBa U 00513aHHOCTH YYaCTHUKOB MH()OPMAIIMOHHBIX OTHOIICHUH
B TIpoliecce ee OOpabOTKM M WCIIOJNB30BAaHUA, a TaKKe YCTaHABJIMBAIOUIUE
OTBETCTBEHHOCTbh 3a HapyUIEHUs 3TUX TMpaBWi, MPEMSITCTBYS TEM CaMbIM
HENpaBOMEpPHOMY ucmonb3oBanuto [IJ[H u sBIsrOmMECS  COEPKUBAIOIIAM
(bakTOpOM JJ1s1 HOTEHIMAIbHBIX HAapYIIUTENCH.

[IpaBoBbie Mepbl 3aIIUTHl HOCAT B  OCHOBHOM  YIIPEXIAIOIIUH,
NPOPHUIAKTUYECKUI XapaKTep U TPeOYIOT MOCTOSIHHOW Pa3bsICHUTEIbHON pabOThI C

IIOJB30BAaTCIISIMU U O6CJ'Iy>KI/IBaIOHII/IM IICPCOHATIOM CHUCTCMBI.

6.2. MopajabHO-3THYECKHE MePbI 3alIUTHI

K MopaibHO-3THYECKMM MepaM OTHOCSATCSI HOPMBI TMOBEIACHUS, KOTOPHIC
TPAJUILIMOHHO CJIOKUJIMCh WM CKIIAJIBIBAIOTCA MO Mepe pacnpoctpanenus OBM B
CTpaHe WM OOmecTBe. OTH HOPMBI OOJIbIIEH YACTBIO HE  SBISIOTCS
00s13aTeNIbHBIMM, KaK 3aKOHOJATEJIbHO YTBEPI)KICHHbIE HOPMATHUBHBIC AaKThHI,

OJHAaKO, HX HGCO6J’IIOI[CHI/IC BCACT OOBIYHO K MMaJCHUIO aBTOPHUTCTA, IIPCCTHIKA
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4eJI0BEKA, TPYIIIbI JIMI WIK OpraHu3alui. MopaabHO-3TUYECKHE HOPMBI ObIBAIOT
KaK HemucaHble (HampuMmep, O0IIenpru3HaHHble HOPMbI YECTHOCTH, TATPUOTU3MA U
T.I.), TaK U MHCaHbIE, TO €CTb O()OPMIIECHHBIE B HEKOTOPBI CBOJ (yCTaB) MpaBuil
WJIY TIPEATIMCAHNMN.

MopanbHO-3THYECKHE MEPBI 3AIIMUTHI SBISIIOTCA NPOPUIAKTUYECKUMH U
TpeOyIOT MOCTOSIHHOM pa0OThI MO CO3/IaHUIO 3I0POBOTO MOPAJIBHOIO KJIMMAaTa B
KOJUIEKTHBAX IMOApa3aeiaeHnid. MOpaIbHO-ITHUECKUE MEPBI 3allUTHl CHUXKAIOT
BEPOSITHOCTh BOBHUKHOBEHUSI HETATUBHBIX JEUCTBUH, CBS3aHHBIX C YEJIOBECYECKUM

dbakTopom.

6.3. OpraHusanuoHHble (A AMUHUCTPATHBHbIE) MePbI 3aIIUTHI

OpranuzaniioHHbie (aAMUHUCTPATUBHBIE) MEPBHI 3alUTBl - 3TO MEPHI
OpraHU3alMOHHOTO xapakrepa, periaMeHTUPYIOIIE IIPOLIECCHI
¢bynkunonupoBanuss UCIIIH, ucnons3oBanue pecypcoB UCII/IH, nesTenbHOCTH
00CITy’KMBAIOIIET0 MEPCOHala, a TaKKe NOPAIOK B3aUMOJICUCTBHS MOJIb30BaTENIEH
¢ UCII[n Takum oOpa3omM, 4TOObI B HauOOJIbIIEH CTENEHU 3aTPYIHUTH WIH
UCKIIFOUYUTh BO3MOKHOCTh pPEalM3alUU yIpo3 0€30MaCHOCTH WIH CHU3UTh pa3Mep
IIOTEPH B CIIy4ae UX peaau3alni.

['maBHas 1enb aJIMUHUCTPATUBHBIX MEp, MPEANPUHUMAEMBIX Ha BBICIIEM
yIOpPABJIEHUYECKOM YypoBHe — cdopmupoBaTs Ilonmutuky uHpOpMaMOHHON
o6esonacHoctu IIJIH (oTpaxkaroiryr0o TOAXOABI K 3ammure HUHPOpMAIUU) U
00€ecCreyuTh €€ BBIIOJIHEHHUE, BBIACISIST HEOOXOJUMBIE PECYpPChl U KOHTPOJIUPYS
COCTOSIHUE JEI.

Peanuzanus [lomutuku undopmanmonnoit 6ezonacHoctu [1[1n B UCIIH
COCTOMT W3 MEp AaIMHUHUCTPATUBHOIO YPOBHS W  OpPraHU3alMOHHBIX
(mporeIypHBIX) MEp 3alUThl HH)OPMAITUH.

K agMuHUCTpaTMBHOMY YpPOBHIO OTHOCSITCSI PEILICHUSI PYKOBOJCTBA,
3atparuBatomue aearenbHoctb MCIIIH B nenomM. OTu pelieHus 3aKpervisitoTcs B
[Tomutuke wHOpMaImoHHONW Oe3omacHOCTH. [IpumMepoM Takux pemieHud MOTYT

OBITh:
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- IPUHSATHE peuieHUusT 0 (POPMUPOBAHUU WIM TEPECMOTPE KOMILIEKCHOM
nporpaMMmel ooecnieueHust 6ezomnacuoctu [1/[H, onpeneneHne OTBETCTBEHHBIX 3a €€
peanu3anuio;

- popmynupoBaHue IeNiel, MOCTAaHOBKA 3a/lay, ONpeiesieHuEe HalpaBICHUN
JesITeIbHOCTH B 06nacT 0e3onacHoctu [1][H;

- IPUHSTHE PEIICHU MO BOMpPOCcCaM peaan3aluy NporpaMMbl 0€30MaCHOCTH,
KOTOPBIE PACCMATPUBAIOTCS HA YPOBHE LIKOJIBI B LIETIOM;

- obecrieueHue HOpMATUBHOM (TIpaBOBOI) 0a3bl BOMPOCOB 0€30MACHOCTH H
T.I1.

[TonmuTuka BEpXHEro YpOBHSA JOJKHA YETKO OYEPTUTH cepy BIUSHUS U
OTpaHUYEHUS TIPU ONpeneneHuu ueneil 6e3onacHoctu I1JIH, onpeaenuTs KakuMU
pecypcamu (MaTepualbHble, ME€PCOHAT) OHU OYAyT JOCTUTHYTHI W HaAWTH
pa3yMHBIH KOMIIPOMHUCC MEXIy IPUEMIIEMBIM YPOBHEM O€30IaCHOCTH H
dbynkunonaasHoCcThI0 UCTTIH.

Ha opranu3zaliliOHHOM YpOBHE ONpPEAENAIOTCS MNPOUEAYpPhl W IpaBUIIA
JOCTHXKEHHUS 1iesied U perieHus 3aaau [lomutuku nHpopManmoHHo# 6e30macHoCTH
[1/TH. OTH paBuIa ONPENEIISAIOT:

- KakoBa 00J1acTh MPUMEHEHHUSI MOJIUTHKU Oe3onacHocTH 1/1H;

- KaKOBBI POJIM M 00SI3aHHOCTU JOJKHOCTHBIX JIML], OTBEYAIOIIKE 3a MPOBe-
JeHue noJuTukK 0e3omacHoctu [1/1H, a Takke MX YCTAHOBUTH OTBETCTBEHHOCTb;

- KTO UMeeT npasa gocryna k [1/1H;

- KaKUMHU MEpaMH U cpeicTBaMu obecrieunBaercs 3ammra [1/1H;

- KAKUMHU MEpaMU U CpPeCTBaMU 00OECIIEUMBAETCS KOHTPOJIb 32 COOIIOICHNU-
€M BBEJCHHOI'O peKuMa 0€30MacHOCTH.

OpraHu3aliMoOHHbIE MEPBI JOJIKHBI:

- IpelycMaTpuBaTh pErJiaMeHT HMH(POPMAIMOHHBIX OTHOIICHUN, HCKITIO-
YaroMIMX BO3MOXXHOCTh HECAHKIIMOHUPOBAHHBIX JIEHCTBUI B OTHOIICHUN OOBEKTOB
3aIlUTHI,

- ONPEAEIIATh KOATUIMOHHBIE U UEPAPXUUECKUE MPUHIMIBI K METOJBI pa3-

rpasuyeHus nocryna K I1/1H;
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- ONpEACNITh MOPSAIOK pabOThl C MPOrPAMMHO-MATEMAaTHUYECKUMU U TEXHHU-
YEeCKMMU (amnmapaTHbIMU) CPEICTBAMU 3allUThl U KPUIITO3AIIMUTHI U APYrUX 3a-
LIUTHBIX MEXAHU3MOB,

- opranuzoBath Mepsl npotuBoaekicTBuss HCJl monp3oBaTensiMu Ha 3Tanax
ayTeHTU(PUKAIUKA, aBTOPU3AIUMHU, HUICHTU(UKAIINN, OOCCIECUYMBAIONIUX TapaHTHH
peanu3anuy npaB U OTBETCTBEHHOCTH CYObEKTOB HH()OPMAIIMOHHBIX OTHOIICHUH.

OpraHuzaioHHbIe MEPHI JOJKHBI COCTOSITh U3!

- [Topsiaka gomycka COTpYAHUKOB K HCnob30BaHuio pecypcoB UCIT[In OY
(PaspemurenbHas cucrema nocryna k 11J[H);

- Unctpykumii nonws3oBareneid MCIIAn (agmunuctparopa UCIIH, agmu-
HHUCTpaTopa Oe3omacHocTH, oneparopa UCII/IH);

- I/IHCprKHI/II/I ITOJIB30BATCJIA ITPHU BOSHUKHOBCHUHN BHCINTATHBIX CHTyaHI/Iﬁ.

6.4. dusnyeckue Mepbl 3alIUTHI

dusnyeckue Mepbl 3alMThl OCHOBaHbI HAa MPUMEHEHUWU Pa3HOro poja
MEXAHUYECKUX, JJICKTPO- WM DJICKTPOHHO-MEXAHUYECKUX  YCTPOMCTB W
COOpPY)KEHUH, CHEHHATbHO TMPEIHA3HAYCHHBIX JJISI CO3JaHusi  (PU3HYECKUX
MPEIATCTBUN HAa BO3MOXKHBIX MYTAX MPOHUKHOBEHUS W JIOCTYMa MOTEHIUAIBHBIX
HapyIIUTENeH K KOMIOHEHTAM CHUCTEMbI M 3alluIaeMoi MHQPOpMAIUHU, a TakkKe
TEXHUUYECKUX CPEJICTB BU3YaJbHOIO HAOJIIOJCHUS, CBSI3U W  OXPAHHOU
CUTHAJIU3aLIHH.

dusnueckass 3amuTa 3JaHUN, TOMENICHUH, OOBEKTOB U  CPEACTB
nH(popMaTH3auK JIOJIKHA OCYIIIECTBIISITHCS yTeM YCTaHOBJICHUS
COOTBETCTBYIOIIUX IMOCTOB OXPaHbl, C MOMOIILIO TEXHUYECKUX CPEIACTB OXPaHbI
WU JIIOOBIMU JIPYTUMHU CHOCOOaMM, MPEAOTBpAIlalOIUMU WU CYIIECTBEHHO
3aTPYJHSAIONIMMUA TMPOHUKHOBEHUE B 3JaHUE, MOMENICHUS IMOCTOPOHHUX JIUII,
XUIeHne WHQOPMAIIMOHHBIX HOCHUTENEH, caMuX CpeiacTB HWH(popMaTH3anuu,
WCKJTIOYAIOIIMMHU  HAXOXKJICHUE BHYTPHU KOHTPOJIUPYEeMOU (OXpaHseMOl) 30HbI

TCXHHUYCCKUX CPCACTB Pa3BCIAKHU.
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6.5. AnmapaTHo-mporpamMMHble cpeacTBa 3amuThl I1JIH

TexHuueckue (anmaparHO-IPOrpaMMHBIE) MEpbl 3allUThl OCHOBAaHbI Ha
WCIIOJIB30BaHUN PA3JIMYHBIX JIEKTPOHHBIX YCTPOMCTB U CHEIUATBHBIX MPOrpamM,
Bxoasmux B coctaB UCIIJIH 1 BBIMTONHSIONIUX (CAMOCTOSITEIBHO UJIN B KOMILJIEKCE
C IPYTUMU CpeACcTBaMU) (PYHKITUH 3amUThl (MACHTU(GUKAINIO U ayTeHTU(DUKAIIHATO
MOJIb30BATENCH, pasrpaHUYeHHE IOCTYyNa K pecypcaM, PEerucTpanuio COOBITHH,
Kpuntorpaduueckoe 3akpbiTue HHGOPMAIIUU U T.11.).

C ydetoM Bcex TpeOOBaHUI U MIPUHITUIIOB oOecrieueHus 6e3onacHocTu [1/1H
B MCII/IH mo BceM HaIpaBJICHHWSM 3allUThl B COCTAB CUCTEMBI 3aIUTHI JOJKHBI
OBITh BKJIFOYEHBI CIIEAYIOIINE CPEICTBA:

- CpecTBa UIeHTU(UKAIMK (OMO3HABaHUA) U ayTeHTUPUKaIuu (MOATBEp-
JKIEHUS MOITTMHHOCTH ) Ttostb3oBarteneit MCII/IH,

- CPEACTBA pPA3rPaHUYCHUS JOCTYIA 3apPETUCTPUPOBAHHBIX MOJIb30BATEICH
cucremsl K pecypcam UCII/IH mKosesr,

- cpelicTBa 0OOecredeHus U KOHTPOJIA IEOCTHOCTA MPOTPaAaMMHBIX U HWH-
(OpMAaLIIOHHBIX PECYPCOB;

- CpEIICTBA OMEPATUBHOTO KOHTPOJISI U PErHCTpPallid COOBITUN Oe30macHo-
CTH;

- KpunTorpaguyeckue cpeactna 3auuThl [1/1H.

VYcnemHoe MpUMEHEHUE TEXHUYECKUX CPENICTB 3allUThl HAa OCHOBAaHUU
MPUHUUNOB (pa3aen 5) Mpeanoyiaraet, 4YTo BBINOJHEHHUE MEPEYUCICHHBIX HUXKE
TpeOOBaHMI 00ECreYeHO OPraHU3aIMOHHBIMUA (3IMUHUCTPATUBHBIMU) MEpPAMH H
UCIIOJIb3yeMbIMU (PU3NYECKUMHU CPEJICTBAMU 3AIIUTHI:

- obecnieueHa uzuyeckas 1eI0CTHOCTh Bcex koMmnoHeHT UCTI/H;

- Kaxabld coTpyauuk (mons3oBarens UCIIJH) unu rpynmna mosib3oBaTenei
MMEET YHUKaJIbHOE CUCTEMHOE MMsI U MUHUMAJIbHO HEOOXOJIUMBbIE JIJIsi BBIMOJIHE-
HUSI UM CBOMX (DYHKIIMOHAJIbHBIX OOS3aHHOCTEH IMOJIHOMOYHS IO JIOCTYNY K pe-
cypcaM CUCTEMBI,

- B UCIIIn mkomnsl pa3paboTKa W OTJIaJiIKa MpOorpaMM OCYILECTBIISETCS 3a

npenenamu UCIIJIH, Ha McTIBITATEIBHBIX CTEHAAX;
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- BC€ M3MEHEHHUS KOH(MUTypaluh TEXHUYECKUX U MPOrPAMMHBIX CPEJICTB
NCITIH npou3BOAATCS CTPOrO YCTAHOBJIEHHBIM MOPSAKOM (PETUCTPUPYIOTCA WU
KOHTPOJIMPYIOTCS) TOJIBKO HA OCHOBAHUM PACTIOPSKEHUN TUPEKTOPA IIKOJIBI;

- ceTeBoe 000py/I0BaHKE (KOHILIEHTPATOPhI, KOMMYTATOPHI U T.I1.) pacroia-
raeTcsi B MeCTax, HEJOCTYNHbIX I MOCTOPOHHUX (CIEUUATIbHBIX MMOMELIEHUSX,
mkadax, u T.11.).

- cnenquanuctamu OY OCyIIECTBISIETCS HEMPEPBIBHOE YIPABIECHUE U aMU-

HHUCTpATUBHAA IIOAOCPKKA (I)YHKHI/IOHI/IPOBaHI/IH CPCACTB 3allIUThI.
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7. Kontpousb 3¢ppextuBHOCTH cucTeMbl 3aIUTHI UCITIH mkoabI

Koutpons addextuBroctn  C3IIJlH mgomkeH  OCYIIECTBISETCS  HA
nepuoguyeckor  ocHoBe. Llempto  KOHTpOds  ADPEKTUBHOCTU  SIBISETCA
CBOEBPEMEHHOE  BBISBICHUE HEHaUIe)Kamux pexuMoB padotel  C3II1H
(OTKIIIOUEHHE CpPEACTB 3aIIUTHI, HApYILICHUE PEKUMOB 3aIUTHI,
HECAaHKIIMOHUPOBAHHOE HM3MEHEHUE PEKHMMa 3alllUThl U T.I.), IPOTHO3UPOBAHUE
aTak U IPEBEHTUBHOE pearnpoBaHUE Ha HOBbIE yTrpo3bl Oe3onacHocTy 11/1H.

KoHTposib MOXET NpOBOAMTHCS KaK aJIMHHHUCTpAaTOpaMu Oe30MacHOCTH
HUCIIIln  (omepaTUBHBI  KOHTpPOJb B  TIpolecce  HUHPOPMAIMOHHOTO
B3aumojielicteust B MCIIIH), Tak #W mpuUBICKaeMbIMH [JIsi JTOM LEIU
KOMIIETEHTHBIMUA ~ OpraHU3alysMH, HWMEIOIIMMHU JIMIEH3UI0 Ha 3TOT BHUJ
nestenpHocTH, a Takke PCTIK Poccum m ®Cb Poccum B mpenpenax ux
KOMIICTCHIMH.

KOHTposIb MOXKET OCYIIECTBISATHCS aAMUHUCTPATOPOM O€30MACHOCTH KaK C
MOMOIIIBI0 IITATHBIX CPEIACTB CUCTeMBbl 3amuTtbl [I/[H, Tak W C MOOMOUIBIO
CIEUHUAIIBHBIX TPOTPAMMHBIX CPEACTB KOHTPOJISL.

Ouenka 3¢ dextuBHOCTH Mep 3amuThl [IJ[H TPOBOAUTCS C UCTIOIB30BAaHUEM
TEXHUYECKUX W NPOTPAMMHBIX CPEICTB KOHTPOJS Ha MOPEAMET COOTBETCTBHUSA

YCTAaHOBJICHHBIM Tpe60BaHI/I$IM.
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8. Cdepsl oTBeTCTBEeHHOCTH 32 Oe3onacHocTh I1/IH

OTBETCTBEHHBIM 3a pa3padOTKy Mep M KOHTPOJb Haja oOecredeHueM
0e30macHOCTH MEPCOHAIBHBIX JTAHHBIX SABJISIETCS aIMUHHUCTPATOP
uHpopMarmoHHon Oe3omacHocTu (manmee - AMDB), HazHauaemblli NpUKa3zoM
JTUPEKTOPa MIKOJIBI.

Cdepa otBerctBeHHOCTH AWMbB BKIIOWaeT creAyromue HarpaBiICHUsS
obecneueHus 6ezomacHoctH [1]1H:

- [InanupoBanue u peanuzaius Mmep no odecrneuenuro o6e3omnacHoctu [1/1H.

- Ananu3 yrpo3 6e3omnacuoctu [1]1H.

- Pa3paboTky, BHEApEHNE, KOHTPOJIb HCIOIHEHUS U MOAJIEPKAHUE B aKTY-
aJIbHOM COCTOSIHUM TIOJIUTUK, PYKOBOJCTB, KOHIIEHIUH, NPOLEIYpP, PErIaMEHTOB,
WHCTPYKIUHI U IPYyTUX OpraHU3allMOHHBIX JOKYMEHTOB IO oOecreyeHuto de3onac-
HOCTH.

- Kontpons 3amumennoctu UT-undpactpykrypsl mkoisl oT yrpo3 Wb my-
TEM.

- Obyuenue u unpopmupoBanue nois3opareneir UCIIH o nmopsake pado-
TbI ¢ [1JIH 1 cpeacTBamMu 3alIUTHI.

- [IpenoTBpaiienrie, BbISIBICHUE, PEaripoOBaHUE U pACCIEIOBAaHUE HapyIlle-
Hui 6e3omacHocTH T1/1H.

- He pexxe ogHoro pasa B kBapTas (a Ipy HAIMYUU HEOOXOAUMOCTH U YaILE)
UH()OPMUPOBAHKE JUPEKTOPA MIKOJBI O COCTOSIHUHM WH()OpPMAIMOHHON O6€30macHo-
CTH.

[Ipy B3auMOAEMCTBUU CO CTOPOHHMMH OpPTaHU3ALMSIMU B CIydasX, Korja
COTPYIHHUKAM ITHX OpPTaHU3AIMi MPEJOCTABISIETCS JTOCTYN K OOBEKTaM 3aIlUThl
(pazgen 3), ¢ ATUMU OpraHU3aAlUIMHU JOJDKHO ObITh 3akitoueHo CorjameHue o
KoH(puneHnuanpHocTH, au60 CornamieHue o coOIt0IeHUN pekuMa 6€30macHOCTH
[11a mpu BemonHenun pabot B MCII/IH. [loaroToBka TUIOBBIX BapUaHTOB ITHX

COTJIAIIEHUM OCYIIECTBIISAECTCS COBMECTHO ¢ KOpuandeckum oTiesnom.
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9. Moaeab HapymiuTesi 6€30aCHOCTH

[Tong wHapymmtenem B OY mnoHuMaercss JUIO, KOTOPOE€ B pe3yJbTare
YMBIIUJIEHHBIX WM HEYMBIIUICHHBIX JACHCTBUN MOXET HaHEeCTH yuiepO oObeKTam
3amuTh (pasaen 3).

Hapymurenn noapasaensroTcs no npusHaky npuHaiexxnoctd k UCII/IH.
Bce Hapymurenu nenstcs Ha ABE TPYIIIIbL:

e BHECIIHWE HAapyWHUTENIH — (U3UYECKUE JIMLA, HE HUMEIIIHE IIpaBa
npeObIBaHUsI HA TEPPUTOPUU KOHTPOJIUPYEMOW 30HBI, B TMpeaenax
KoTopo# pazmeniaercst obopynoBanue UCII/IH;

e BHYTPEHHME HApyIIUTEIM — (U3MYECKUE JIMLA, HMEIOIIME IPaBoO
npeObIBaHUSI Ha TEPPUTOPUU KOHTPOJIUPYEMOW 30HBI, B IIpenenax
KOTOpou pa3meraercs odopyaoanue UCITH.

Knaccudukanusa  Hapymurened  mpexacraBieHa B Mojenu  yrpos

6e3onacHocTu nepcoHanbHbIX JanHbix MCII/IH.
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10. MoaeJib yrpo3 6e30nacHOCTH

Hnsa UCITIH MBOY «MeseHckas cpenssis mikosiia uMmeHu A.I.TopiieBa»
BBIICJISIFOTCSL CIIEAYIOIINE OCHOBHBIE KATErOPUHU yrpo3 0€30MaCHOCTH MEPCOHAIIb-
HBIX JIaHHBIX:

1) Yrpo3sl OT yTEYKH O TEXHHYECKUM KaHaJlaM.

2) YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYIA K HH()OPMAIIHIH

- Yrpo3sl yHUUTOXKEHUS, XxumeHus: annapatueix cpeacts MCII/Ix Hocu-
Tesneit nHdopmanuu myteM puszudeckoro gocryna k anementam UCII/IH.
- Yrpo3bl XUIIEHUS, HECAHKIIMOHUPOBAHHOW MoJu(dUKAIIMU WU OJIOKH-
poBaHus HH(POPMALIMU 3a CUET HecaHKIMOHUpoBaHHOro noctymna (HCI) ¢
MIPUMEHEHUEM MTPOTPAMMHO-ANNapaTHRIX U MPOTPAMMHBIX CPEJCTB (B TOM
YHUCJIe MPOrPaMMHO-MaTEMAaTHYECKUX BO3IACHCTBUN).

- YIpo3bl HENpPEIHAMEPEHHBIX JIEUCTBUM IOJIb30BATENIE U HApYLICHUU
oe3onacHoctu ¢ynknuonupoanus UCII[a u C3I11x B ee cocraBe u3-3a
cO0EB B IPOrpaMMHOM OOECIIEYEHUH, a TAKKE OT YIPO3 HEAHTPOIIOT€HHO-
ro (cOoeB anmapaTypsl U3-3a HEHAJEKHOCTH DJIEMEHTOB, COOEB AJIEKTPO-
MUTaHUsA) U CTUXUHUHOTO (yAapOB MOJIHHIA, TIOKapOB, HABOJHEHU U T.II.)
XapaKTepoB.

- YIpo3bl IPEIHAMEPEHHBIX JCUCTBUM BHYTPEHHUX HAPYLIUTEIICH.

- prOBBI HCCAHKIIMOHWPOBAHHOTO JOCTYIIA 1O KaHaJlaM CBA3U.

Onucanue YI'po3, BEPOATHOCTh UX PCaIU3allhH, OIIACHOCTb U aKTYaJIbHOCTb

npejcTaBiieHbl B Mojienu yrpo3 6e30macHOCTH nepcoHalbHbIX AaHHbIX UCIT/H.
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11. Mexanu3m peaausanuu Konnenuun

Peanuzanua  KoHumenuwu — JOMKHA — OCYLIECTBISATBCS  HAa  OCHOBE
MEPCIEKTUBHBIX MPOTrPaMM U MJIAHOB, KOTOPbIE COCTABIISIOTCS HA OCHOBAaHUU U BO
VCITOJIHEHHE:

- eqepaTbHBIX 3aKOHOB B 00JAaCTH oOecriedeHus HHPOPMAIMOHHON 0e30-
MACHOCTH U 3aIMThl HHGOPMAIIHH;

- noctaHoBneHui [IpaBurenscTBa Poccuiickonn denepannu;

- PYKOBOZSIINX, OPTaHU3AIMOHHO-PACTIOPAIUTEIBHBIX U METOAMYECKHUX J10-
kyMmeHToB @CTIK Poccuu;

- notpednocteir UCII/In B cpencrBax obecrnedeHus: 6€30macHOCTU MHMOP-

MaI[{H.
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12. O:xxunaemplii 3pPexT ot peannzanuu Konuenun

Peanuzarusa Konneniuu 6e3omacHoctu [1J1a 8 UCIIIH 1103BOIUT:

- OLIGHUTh cocTosgHue Oe3zonacHocTH uHopmanuu WCII/IH, BBISIBUTH HC-
TOYHHKH BHYTPEHHHUX W BHEIIHUX YIpo3 MH(POPMAIMOHHON 0€30macHOCTH, Ompe-
JIETUTh PUOPUTETHBIC HAIPABIICHUS! MPEIOTBPAILCHUS, OTPAXKEHUS U HEUTpau-
3aI[UU ATUX YIPO3;

- pa3paboTaTh pacnopsiAUTEIbHbIE U HOPMATUBHO-METOANYECKUE TOKYMEH-
TbI ipuMeHuTeNbHO K MCIT/IH;

- mpoBecTu Kiaccudukanuio u ceprudukamnuo UCI A,

- IPOBECTU OPTraHU3ALMOHHO-PEKUMHBIC U TEXHUYECKHE MEPONPUSITUS IO
obecneuenuto 6e3onacHoctu I1/1n B UCII/IH;

- o0ecneunTh HEOOXOUMBIN YPOBEHBb O€30MTACHOCTH OOBEKTOB 3aIUTHI.

OcyliecTBieHHEe ATHUX MEPONPUATHM O00ECHeUUT CO3JaHUE €IUHOM,
IEJOCTHOM W CKOOPJMHUPOBAHHOW CHCTEMBbI HWH(OPMAIMOHHONW O€30MacHOCTH

NCII/IH n co3macT ycnoBus IJisl €€ JaJbHEHNIIEr0 COBEPIICHCTBOBAHUS.
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13. CnMcOK UCIOJIB30BAHHBIX HCTOUYHHKOB

OCHOBHBIMU HOPMATHBHO-TIPABOBBIMH U METOJAMYECKUMHU TOKyMEHTaMHU, Ha
KOTOpbIX Oazupyetcst HacTosimas Konmenius, sSiBiastoTcs:

1 ®enepanbubiii 3akoH oT 27.07.2006 r. Ne 152-03 «O nepcoHanbHbIX daH-
HbIX» (nanee — @3 «O mepcoHATBHBIX JAHHBIX»), YCTAHABIUBAIOIIUA OCHOBHBIC
NPUHIUIBL U yciioBusa oOpabotku I1/1H, mpaBa, 00A3aHHOCTH U OTBETCTBEHHOCTh
Y4aCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

2 Ilocranosnenue IlpaBurensctBa P® ot 01.11.2012 Ne 1119
"OO0 yTBepX)AeHUU TPEOOBAHUI K 3alllUTe MEPCOHAIBHBIX JAHHBIX MPU UX OOpa-
00TKe B HHGOPMAITMOHHBIX CUCTEMaX MEPCOHANBHBIX JaHHBIX .

3 «llopsaok npoBenenus kiaccupukanud HHOOPMALIMOHHBIX CUCTEM Iep-
COHAJIBHBIX JTAHHBIX», YTBEPKACHHbIM cOBMECTHBIM [Ipnkazom @CTIK Poccun Ne
55, ®Cb Poccun Ne 86 u Munundopmcsszu PO Ne 20 ot 13.02.2008 r.

4 «ITonoxxenne 06 0COOECHHOCTSAX 00PaOOTKH MEPCOHATLHBIX JaHHBIX, OCY-
HIECTBJISIEMON 0€3 MCIOJIb30BaHUS CPEACTB aBTOMATU3AalMN», yTBepkaeHHoe [lo-
craHoBiieHueM IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 HopmatuBHO-MeToaMuecKkre TOKyMeHThl DenepanbHON Cay>KObI MO TeX-
HUYECKOMY U 3KCIIepTHOMY KOHTpoJto Poccuiickoit @enepanun (nanee - @CTIOK
Poccun) o odecrieueHuro 6e3omacuoctu I1/1a mpu ux obpadotke B8 UCIIIH:

6 Pexomennaiun mo obecreyeHno Oe30MacHOCTH TEePCOHATBHBIX JTaHHBIX
npu ux o0paboTke B MHPOPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX AaHHBIX, YTB.
3am. gupexropa @PCTIK Poccun 15.02.08 . (JICII)

7 OCHOBHBIE MEPONIPUATHS MO OPraHU3ALNUHA U TEXHUYECKOMY 00€CTIeUEHHUIO
0€30MacHOCTH TEPCOHANBHBIX JaHHBIX, 00padaThiBaeMbIX B HWH(MOPMAIMOHHBIX
CUCTEMAaX MEPCOHANIBHBIX NaHHBIX, YTB. 3aM. nupekrtopa @CTIOK Poccun 15.02.08
r. (ACII)

8 baszoBas Mozenb yrpo3 0€30MacHOCTH MEePCOHATBHBIX JTAHHBIX MPU UX 00-

paboTke B MHGOPMALIMOHHBIX CUCTEMAX NMEPCOHATIBHBIX JTaHHBIX, YTB. 3aM. TUPEK-

topa ®CTIK Poccun 15.02.08 r. (JICII)
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9 MeTtoauka ornpeaesieHns akTyallbHbIX YIrpo3 0€30MacCHOCTH MEPCOHATBHBIX
JaHHBIX MPU UX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JaH-

HBIX, YTB. 3aM. aupekropa @PCTIK Poccum 15.02.08 r. (ACII)
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